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EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY DIDACTIC MATERIALS
LESSON: DIFFIE-HELLMAN CRYPTOSYSTEM
TOPIC: DIFFIE-HELLMAN KEY EXCHANGE AND THE DISCRETE LOG PROBLEM

The Diffie-Hellman key exchange is a fundamental method in the realm of public key cryptography, particularly
relevant to the discrete logarithm problem. This method allows two parties, commonly referred to as Alice and
Bob, to securely agree on a shared secret key over an insecure communication channel. Despite the channel's
insecurity, an eavesdropper, often referred to as Oscar, cannot deduce the shared secret key.

To begin with, a set of public parameters is established. These parameters are known as domain parameters
and include a prime number ¥ and an integer . Both ¥ and o are publicly known values. The integer « is often
referred to as a generator and plays a crucial role in the key exchange process.

Alice and Bob each generate their private keys. Alice's private key, denoted by «, is a random integer chosen

from the set {2.3,....p— 2}. Similarly, Bob's private key, denoted by b, is also a random integer from the
same set. These private keys are kept secret and never shared.

Next, Alice computes her public key, denoted by A. The public key A is calculated using the formula:
A=a" modp

Here, o is raised to the power of Alice's private key a, and the result is taken modulo #.

Bob similarly computes his public key, denoted by B, using the formula:
B=a" mod P
Again, « is raised to the power of Bob's private key &, and the result is taken modulo 7.

Once Alice and Bob have computed their public keys, they exchange these public keys over the insecure
channel. Alice sends her public key £ to Bob, and Bob sends his public key B to Alice.

Upon receiving Bob's public key B, Alice computes the shared secret key 5 using her private key a and Bob's
public key B:

S=B" modp
Similarly, Bob computes the shared secret key S using his private key b and Alice's public key A:

S =A" mod P
Due to the properties of modular arithmetic, both computations yield the same result:

@ _ s bya _ _ba
BY mod p=(a")" modp=a mod p

b

A" modp=(a")’ modp=a” modp
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Thus, the shared secret key &' is identical for both Alice and Bob, ensuring that they have a common secret key
that Oscar, despite having access to the public keys and the exchanged messages, cannot feasibly deduce. This
security relies on the computational difficulty of the discrete logarithm problem, which is the challenge of
determining a given «, P, and o mod p,

The Diffie-Hellman key exchange protocol allows two parties to securely establish a shared secret key over an
insecure channel by leveraging the mathematical properties of modular exponentiation and the difficulty of the
discrete logarithm problem.

In the Diffie-Hellman key exchange protocol, two parties, commonly referred to as Alice and Bob, aim to
securely exchange cryptographic keys over an insecure communication channel. This method leverages the
mathematical properties of exponentiation and modular arithmetic to establish a shared secret.

Initially, both Alice and Bob agree on a large prime number # and a base « (often called the generator), which
are publicly known. Alice selects a private key @, a random number, and computes her public key as

A =a" mod p similarly, Bob selects his private key b and computes his public key as B =a" mod P. These
public keys, A and B, are then exchanged over the insecure channel.

Upon receiving Bolg's public key, Alice computes the shared secret by raising Bob’s public key to the power of
her private key: Kap = B" mod p, Concurrently, Bob computes the same shared secret by raising Alice’s

. . . - — Ab . - .
public key to the power of his private key: Kap = A" mod p_ pye to the properties of exponentiation in
modular arithmetic, both computations yield the same result:

b

mod p = (o)’ mod p=a™ modp

This shared secret X458 can then be used as a key for symmetric encryption algorithms, such as AES (Advanced
Encryption Standard), to securely encrypt and decrypt messages between Alice and Bob. For instance, to
encrypt a message X, Alice would use K ap with AES to produce the ciphertext Y. Bob, possessing the same
shared secret, can decrypt ¥ using K 4B to retrieve the original message X.

The security of the Diffie-Hellman key exchange relies on the difficulty of the Discrete Logarithm Problem (DLP).
Given a, @ mod p and P, it is computationally infeasible to determine a (Alice's private key) within a
reasonable time frame. This intractability ensures that an eavesdropper, who intercepts the public keys A and
B, cannot feasibly compute the shared secret Kap.

To further understand the underlying mathematics, one must delve into group theory. In this context, a group
(7 is a set of elements equipped with a binary operation (e.g., addition or multiplication) satisfying certain
axioms: closure, associativity, identity, and invertibility. For the Diffie-Hellman protocol, the group used is the

multiplicative group of integers modulo P, denoted as (ZJPZ)*.

The Diffie-Hellman key exchange is a foundational protocol in cryptography, enabling secure key exchange
through the principles of modular arithmetic and the hardness of the discrete logarithm problem. This protocol
is widely implemented in various cryptographic systems and applications, including secure web browsing.

In classical cryptography, the Diffie-Hellman cryptosystem is a fundamental method for secure key exchange. It
is essential to understand the underlying mathematical structures that make this cryptosystem robust. One
such structure is a group, which is defined by a set of elements and an operation that combines any two
elements to form a third element within the same set. To qualify as a group, five properties must be satisfied:
closure, associativity, the existence of a neutral element, the existence of inverse elements, and commutativity.

Closure, or Abgeschlossenheit in German, means that if A and B are elements of the group G, then the result of
the group operation on A and B, denoted as A o B, is also an element of G. This ensures that the operation
remains within the group.

Associativity indicates that the way in which the elements are grouped during the operation does not affect the
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outcome. Formally, for any elements A, B, and Cin G, (Ao B) o C=A o (B C).

The neutral element, also known as the identity element, is an element e in G such that for any element A in G,
the operation A - e = A. This element leaves other elements unchanged when combined with them.

Inverse elements imply that for every element A in G, there exists an element B in G such that A - B = e, where
e is the neutral element. In multiplicative notation, this is often denoted as A * A-* = 1, where 1 represents the
neutral element in this context.

Commutativity, which is an additional property, states that the order of the elements does not matter in the
operation. For any elements Aand B in G, A - B =B o A. If a group satisfies this property, it is called an abelian
group, named after the mathematician Niels Henrik Abel.

To illustrate these concepts, consider the set Zo, which consists of the integers {0, 1, 2, 3, 4, 5, 6, 7, 8}, and the
operation of multiplication modulo 9. This set and operation form a structure that we need to examine to
determine if it qualifies as a group.

First, we check for closure: if we multiply any two elements of Zs and take the result modulo 9, the result will
always be an element of Zo. Hence, closure is satisfied.

Associativity is inherently satisfied by the properties of integer multiplication.
The neutral element in this context is 1 because any element A multiplied by 1 modulo 9 remains A.

The existence of inverse elements is where the structure of Zs with multiplication modulo 9 fails to qualify as a
group. In this set, not every element has an inverse. For example, 3 does not have an inverse in Zs because
there is no integer B in Zo such that 3 * B = 1 (mod 9).

Therefore, while Zo with multiplication modulo 9 satisfies closure, associativity, and the existence of a neutral
element, it does not satisfy the requirement for inverse elements for all its members. Consequently, it does not
form a group under these operations.

Understanding these properties is crucial for the Diffie-Hellman key exchange, which relies on the discrete
logarithm problem within a suitable group. The discrete logarithm problem involves finding the exponent x in
the equation g* = h (mod p), where g and h are elements of a group, and p is a prime number. The security of
the Diffie-Hellman key exchange is based on the computational difficulty of solving this problem.

In the realm of cybersecurity, particularly within the scope of advanced classical cryptography, the Diffie-
Hellman cryptosystem and the Diffie-Hellman key exchange are pivotal concepts. These cryptographic protocols
are fundamentally based on the principles of group theory and the discrete logarithm problem.

To understand these cryptographic systems, it is essential to delve into the properties of certain mathematical
groups, specifically finite groups and their substructures. One such finite group is denoted as Zy, which is the
set of integers modulo n. Within Zp, not all elements necessarily have inverses under multiplication. The
existence of an inverse for an element a in Zn is contingent upon the greatest common divisor (GCD) of a and
n being 1. Elements that do not satisfy this condition do not have multiplicative inverses and are thus excluded
from the subgroup of units.

For instance, consider Zg. The elements of Zg are {Dr 1,2,3,4,5,6,7, 8} To determine which elements have
inverses, we compute the GCD of each element with 9:
- GCD(0, 9] =9 (no inverse)

GCD(1,9) =1 (inverse exists)
.GCD(2,9) =1 (inverse exists)
GCD(3.9) =3 (10 inverse)
-GCD(4,9) =1 (inverse exists)
GCD(5.9) =1 (inverse exists)
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_GCD(6,9) =3 (no inverse)
-GCD(7,9) =1 (inverse exists)
-GCD(8,9) =1 (inverse exists)

Thus, the elements {0,3.6} do not have inverses. By excluding these elements, we form the group EE, which
consists of the elements {1,2,4.5,7, 8} This set forms an abelian group under multiplication modulo 9.

In cryptographic applications, particularly in the Diffie-Hellman key exchange, we often work with ZP, where P is
Z
bil

except 0 is relatively prime to P. Therefore, EP is formed by excluding 0, resulting in {1,2,....p- 1}. This set
forms a multiplicative group, which is crucial for the security of the Diffie-Hellman key exchange.

a prime number. The set ZP includes the integers {0,1,2,...,p— 1}. Since P is prime, every element « in

The Diffie-Hellman key exchange relies on the difficulty of solving the discrete logarithm problem. Given a prime
P and a primitive root & modulo P, the protocol involves two parties agreeing on these public parameters. Each
party then selects a private key and computes the corresponding public key by exponentiating the primitive
root. The shared secret is derived by raising trle received public key to the power of the private key, exploiting

the properties of the cyclic group formed by Z},_

To summarize, the key aspects of the Diffie-Hellman cryptosystem and the Diffie-Hellman key exchange are

rooted in the properties of finite groups, particularly EP, and the computational hardness of the discrete
logarithm problem. Understanding these mathematical foundations is critical for comprehending the security
mechanisms underpinning modern cryptographic protocols.

In the context of classical cryptography, a group is termed finite if it contains a finite number of elements. The

number of elements in a group (= is referred to as the cardinality or the order of the group, denoted as |G| For
instance, if a group contains six elements, its cardinality is 6.

To illustrate the concept of cyclic groups and their relevance in cryptography, consider the group of integers

modulo 11, denoted Z11. This group includes the elements {1,2,3,4,5,6,7,8,9, 10}, excluding 0. We will
explore the behavior of powers of a specific element within this group.

Let 1 = 3. We compute the successive powers of 3 modulo 11:

al=3a2=3"=0"=3"=27T=27 mod11=5,a"'=3"=81=81 mod 1l=4,a" =3°=243=243 mod 11 = 1.

Notably, a® = 1 mod 11. This indicates that the sequence of powers of 3 modulo 11 repeats every 5 steps.
Continuing:

a®=3"=3"3=13=30"=3"=33=33=0"=3"=3"3=03=27=27 mod11=5,a"=3"=3%3=53=15=15 mod 11 =4,a** =3 =3"3=43=12=12 mod 11=1.

This cyclic behavior, where @® = 1 mod 11, demonstrates that the powers of 3 cycle through the values

{3,9.5.4, 1}. This property is fundamental in understanding cyclic groups, which are pivotal in cryptography,
particularly in protocols involving exponentiation such as the Diffie-Hellman key exchange.

The Diffie-Hellman key exchange exploits the difficulty of the discrete logarithm problem. Given a and
a® mod p jtis computationally infeasible to determine ax: efficiently if P is a large prime. This one-way function
underpins the security of the Diffie-Hellman protocol, enabling secure key exchange over an insecure channel.

Cyclic groups and the properties of exponentiation modulo a prime are crucial concepts in cryptographic
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protocols, providing both theoretical foundation and practical security mechanisms.

In the context of classical cryptography, the Diffie-Hellman key exchange is a fundamental method allowing two
parties to securely share a secret over an insecure channel. This method hinges on the mathematical properties
of modular arithmetic and the discrete logarithm problem.

In modular arithmetic, the exponent does not apply in the same manner as it does within typical arithmetic
operations. Instead, the exponent indicates the number of times a base number is multiplied by itself. For
instance, considering a modulus of 11, the powers of a base number such as 3 yield a specific sequence of
results: 1, 3, 4, 5, and 9. This sequence demonstrates that the base number 3 generates a subset of the
possible residues modulo 11. The length of this sequence, before it starts repeating, is termed the "order" of the
number. Here, the order of 3 is 5.

To further illustrate, consider the base number 2. We calculate successive powers of 2 modulo 11:

[
Il
[

(mod 11)

[ ]

]
Il
1o
E
2
o
—
—
o

b2
o
Il
[l
]
Il
—
o
E
=]
[
—
—
e

2" =128=7 (mod 11)
2°=256=3 (mod 11)
27 =512=6 (mod 11)

21" =1024=1 (mod 11)

Here, the sequence of residues generated by successive powers of 2 is: 2, 4, 8, 5, 10, 9, 7, 3, 6, 1. The order of
2 is 10, as it takes 10 multiplications of 2 to return to 1 modulo 11.

k —
The order of an element a in a group is defined as the smallest positive integer & such that @ =1 (mod n),
This concept is crucial in understanding the structure of cyclic groups and is fundamental to the security of the
Diffie-Hellman key exchange.

The Diffie-Hellman key exchange relies on the difficulty of solving the discrete logarithm problem. Given a base
9, a prime P, and a value ¥ = g° (mod p), finding & given ¥, 4, and P is computationally infeasible for large
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values of F. This problem's complexity ensures the security of the shared secret derived through the exchange
process.

Understanding the order of elements within modular arithmetic and the implications of the discrete logarithm
problem are essential for comprehending the underpinnings of the Diffie-Hellman cryptosystem. These
principles form the backbone of many modern cryptographic protocols, ensuring secure communication in the
digital age.

In the context of classical cryptography, particularly the Diffie-Hellman cryptosystem, understanding the
concept of cyclic groups and their relation to the discrete logarithm problem is crucial. A cyclic group is one that
contains an element, often denoted as «, with the maximum order possible. The order of an element in a group
is the smallest positive integer 1 such that o™ = 1 (the identity element of the group).

For example, consider a group where 210 = 1. Here, the smallest integer n for which this holds true is 10,
indicating that the order of 2 in this group is 10. This means that every multiple of 10 will also satisfy 2k =1,
but the order is defined by the smallest such k.

A group (7 is termed cyclic if there exists at least one element c« whose order is equal to the cardinality of the

group, |G. In other words, the maximum length of the cycle in a cyclic group is the number of elements in the
group. For instance, if a group & has 10 elements, the maximum cycle length cannot exceed 10. If an element

cx exists with order equal to G, then «v is called a primitive element or a generator of the group. This element
can generate all other elements of the group through its powers.

A classic example of a cyclic group is ETI, the multiplicative group of integers modulo 11. If &« = 2, then by

taking successive powers of 2, one can generate all elements of Z11. This is why 2 is termed a generator.
Conversely, if @ = 3, the powers of 3 do not generate all elements of the group, hence 3 is not a generator.

Cyclic groups form the basis of many cryptographic systems, including those relying on discrete logarithms. The
Diffie-Hellman key exchange protocol, for instance, leverages the properties of cyclic groups to enable secure
key exchange over an insecure channel.

The mathematical foundation of cyclic groups is further solidified by the fact that for every prime P, the group

P under multiplication is cyclic. This means that for any prime number ¥, there exists a generator in Z?-' that
can produce all elements of the group through its powers.

To summarize, let A be an element in a cyclic group . The following properties hold:

1. For any element A in (&, raising A to the power oflGl (the number of elements in () will result in the identity
element: A% = 1.

These foundational properties of cyclic groups and their generators are pivotal in the construction and
understanding of cryptographic protocols such as the Diffie-Hellman key exchange, which relies on the hardness
of the discrete logarithm problem within these groups.

In the study of advanced classical cryptography, the Diffie-Hellman cryptosystem and its associated key
exchange mechanism are fundamental concepts that rely heavily on properties of cyclic groups and the discrete
logarithm problem.

A cyclic group is a mathematical structure where all elements are generated by repeated application of a group
operation to a particular element known as the generator. One key property of cyclic groups is that the order of
any element (the smallest positive integer & such that a® = 1) must divide the group's cardinality (the number
of elements in the group).

Consider the group EP, which consists of all integers from 1 to P — L under multiplication modulo #, where P is
a prime number. Fermat's Little Theorem states that for any integer a not divisible by P, @ = @ {mod p), By

1 *
dividing both sides by a, we get aP™t =1 (mod p) 1his implies that the order of any element in ““r divides
P—1 the group cardinality.
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For example, consider Z11. The elements of this group are {1, 2, 3, 4, 5,6, 7, 8, 9, 10}, and the group
cardinality is 10. According to the properties of cyclic groups, the possible orders of elements must divide 10.
Therefore, the possible orders are 1, 2, 5, and 10.

To illustrate, let's consider the orders of specific elements in 2y

- The order of 1 is 1 since 1! = 1.

- The order of 2 is 10 because 21" =1 (mod 1),
- The order of 3 is 10 because 31" =1 (mod 1)
- The order of 4 is 5 because =1 (mod ll)
- The order of 5 is 5 because 57 =1 (mod 1)
- The order of 6 is 10 because 610 =1 (mod ll],
- The order of 7 is 10 because =1 (mod 11),
- The order of 8 is 10 because Sm =1 (mod 11),
-The order of 9is 5 because =1 (mod ll)
- The order of 10 is 2 because 102 =1 (mod 1)

In this group, there are four primitive elements (generators), which are elements with the maximum order (10 in
this case). These elements are 2, 6, 7, and 8.

Understanding these properties is crucial in cryptographic applications such as the Diffie-Hellman key exchange,
where the security relies on the difficulty of solving the discrete logarithm problem. This problem involves
finding the exponent k given a and a*in a cyclic group, which is computationally infeasible for large groups,
thereby ensuring the security of the exchanged keys.

The Diffie-Hellman key exchange is a fundamental concept in classical cryptography, particularly in the realm of
public-key cryptography. It allows two parties to establish a shared secret over an insecure communication
channel. The security of this method is based on the mathematical difficulty of solving the discrete logarithm
problem in a cyclic group.

In a cyclic group, every element of the group can be generated by repeatedly applying the group operation to a
particular element known as a generator. For example, consider the group of integers modulo 47, denoted as
Z47. Here, 47 is a prime number, and we can select an element such as 5 to serve as a generator. This means
that by taking powers of 5 (i.e., 5~x forx =0, 1, 2, ..., 46), we can generate all the elements of Z47.

The discrete logarithm problem can be stated as follows: given a generator & and an element & in a cyclic
group, find the integer « such that 9 = I mod p, where P is a prime number and 9 is a generator of the

group. This problem is computationally difficult, which forms the basis of the security in many cryptographic
protocols.

For instance, if we take § = 9 and P = 47, and we are given i = 41, the discrete logarithm problem requires us
to find & such that:

5" =41 mod 47

Since 5 is a generator of Z47, we know such an @ exists, but finding it is computationally challenging.

In the context of the Diffie-Hellman key exchange, suppose two parties, Alice and Bob, agree on a large prime
number P and a generator 4. Alice selects a private key @ and computes her public key A as:
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A=g" modp

Similarly, Bob selects a private key b and computes his public key B as:

B:gb mod p

Alice and Bob then exchange their public keys. Alice computes the shared secret s using Bob's public key and
her private key:

s =B" modp

Bob computes the shared secret using Alice's public key and his private key:

s= AP mod p

Due to the properties of exponentiation in modular arithmetic, both computations yield the same result:

s=1(g")" modp=(g")" modp

An attacker, who knows 4, P, A4, and 1, would need to solve the discrete logarithm problem to find either @ or b
to compute the shared secret, which is computationally infeasible for large values of F.

The difficulty of solving the discrete logarithm problem underpins the security of the Diffie-Hellman key
exchange, making it a robust method for secure key distribution over an insecure channel.
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EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY DIDACTIC MATERIALS
LESSON: DIFFIE-HELLMAN CRYPTOSYSTEM
TOPIC: GENERALIZED DISCRETE LOG PROBLEM AND THE SECURITY OF DIFFIE-HELLMAN

In modern cryptography, three primary fields are recognized: symmetric algorithms, asymmetric algorithms,
and protocols. Symmetric algorithms have already been covered extensively. Currently, the focus is on
asymmetric cryptography, specifically the discrete logarithm cryptosystems, with RSA having been discussed
previously. The final family of public key cryptosystems to be addressed will be elliptic curves.

The discrete logarithm problem (DLP) is central to understanding discrete logarithm cryptosystems. A cyclic
group (& of order n is considered, where 4 is a generator of the group, and every element i in & can be
expressed as g* for some integer x. The DLP involves finding & given ¥ and 5. This problem underpins the
security of several cryptographic systems, including the Diffie-Hellman key exchange.

The Diffie-Hellman key exchange allows two parties to securely share a secret key over an insecure channel.
The protocol works as follows:

1. Both parties agree on a cyclic group G and a generator 9.
2. Party A selects a private key @ and sends 9" to Party B.

b
3. Party B selects a private key h and sends & to Party A.
. (b)a:(a)b: al
4. Both parties can now compute the shared secret key as \9 g g,

The security of the Diffie-Hellman key exchange relies on the difficulty of the Diffie-Hellman problem (DHP),
which involves computing Qﬂb given 9" and .‘}b. This problem is believed to be hard, similar to the DLP.

A significant aspect of discrete logarithm cryptosystems is their generalizability. The generalized discrete
logarithm problem (GDLP) extends the concept of the DLP to more complex structures, enabling the
construction of various cryptosystems, including those based on elliptic curves. Understanding the DLP provides
a robust foundation for building and analyzing these cryptosystems.

In cryptographic practice, attacks on these systems are crucial to comprehend their security. For instance, RSA
requires a minimum key length of 1,024 to 2,048 bits to be considered secure. Similarly, discrete logarithm-
based systems necessitate comparable bit lengths to ensure their security against contemporary computational
capabilities.

Elliptic curves provide robust security with key sizes ranging from 160 to 256 bits, which is significantly smaller
than the key sizes required for other cryptographic methods such as RSA and discrete logarithms. This
efficiency is why elliptic curves are commonly used in modern cryptographic systems, including electronic
passports and devices like those produced by BlackBerry.

The Discrete Logarithm Problem (DLP) is a fundamental concept in cryptography. To understand DLP, it is
essential to first grasp the concept of a cyclic group. A cyclic group is a group that can be generated by a single

element, known as a generator or primitive element. For example, consider the group Ztl, which consists of the
elements {1, 2, 3,4,5,6, 7, 8,9, 10}. This group excludes zero, hence the star notation.

A cyclic group has the property that every element in the group can be expressed as a power of the generator.

For instance, if we take v = 2 as a primitive element in ZTL, we can generate the entire group by computing
powers of 2 modulo 11:

* X %
: ElTEl © 2024 European IT Certification Institute
*

EITCI, Brussels, Belgium, European Union 12/80

* p K


https://eitca.org
https://eitca.org/certification/eitc-is-acc-advanced-classical-cryptography/
https://eitca.org/programmes/eitc-is-acc-advanced-classical-cryptography/
https://eitca.org/programmes/eitc-is-acc-advanced-classical-cryptography/lessons/diffie-hellman-cryptosystem/
https://eitca.org/programmes/eitc-is-acc-advanced-classical-cryptography/lessons/diffie-hellman-cryptosystem/topic/generalized-discrete-log-problem-and-the-security-of-diffie-hellman/

EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY [l []

OE(TE

EUROPEAN IT CERTIFICATION CURRICULUM SELF-LEARNING PREPARATORY MATERIALS

[E%)

2°=4 (mod 11)
2' =8 (mod 11)
2V =16=5 (mod 11),
27 =32=10 (mod 11),
2°=64=9 (mod 11),
27 =128 =7 (mod 11),
2% =256 =3 (mod 11).
2" =512=6 (mod 11),
210 =1024 =1 (mod 11).
Thus, ‘{21: 22.-23.- e :210} covers all elements of ZTL confirming that 2 is indeed a generator.

Given a cyclic group P with a prime P and a generator v, the Discrete Logarlthm Problem can be formally

defined as follows: for a given element B in ZP find an integer & such that of = 3 (mod P) This problem is
computationally hard, which forms the basis for the security of many cryptographic protocols, including the
Diffie-Hellman key exchange.

To illustrate, consider the group Ziy with 47 being a prime number. Suppose we have # =41 and we need to

find & such that @ = 41 (mod 47) for some generator . Solving this requires finding the discrete logarithm,
which is not trivial and typically requires significant computational effort.

The security of the Diffie-Hellman key exchange relies on the difficulty of solving the discrete logarithm
problem. In the Diffie-Hellman protocol, two parties agree on a large prime P and a generator «x. Each party
selects a private key and computes a public key by raising o to the power of their private key, modulo P. The
shared secret is then derived by raising the other party's public key to the power of their private key, again
modulo . The security of this shared secret hinges on the infeasibility of deriving the private key from the
public key, which is equivalent to solving the discrete logarithm problem.

In the context of classical cryptography, the Diffie-Hellman cryptosystem plays a pivotal role, particularly in the
realm of secure key exchange. The system's security hinges on the complexity of the discrete logarithm
problem (DLP). To elucidate, consider the primitive element, often denoted as a (alpha), and a prime number p,
which are publicly known parameters.

When discussing the Diffie-Hellman protocol, it is crucial to understand the process and the underlying
mathematical principles. The protocol involves two parties, traditionally named Alice and Bob, who wish to
securely exchange a cryptographic key over an insecure channel. The steps are as follows:

1. ¥*Shared Parameters**: Both parties agree on a prime number p and a primitive root modulo p, denoted as «a.
These values are publicly known and are used as domain parameters.

2. **Private Keys**:
- Alice selects a private key, a, randomly from the set {2, 3, ..., p-2}.
- Bob selects a private key, b, similarly from the same set.

3. ¥*Public Keys**:

- Alice computes her public key A as A=a" mod p,
_ b

- Bob computes his public key B as B=0a" mod p

4. *Exchange of Public Keys**: Alice and Bob exchange their public keys over the insecure channel.
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5. *Computation of Shared Secret**: i
- Alice computes the shared secret Kapas Kap = B" mod p,

- - 4hb
- Bob computes the shared secret X 45 as Kap = A" mod p,

The surprising and crucial result here is that both computations yield the same value for K ag:

]

Kap = (") mod p = (a®)’ mod p=a™ modp

This shared secret can then be used as a symmetric key for subsequent encryption using algorithms such as
AES (Advanced Encryption Standard).

The security of the Diffie-Hellman protocol is predicated on the difficulty of solving the discrete logarithm
problem, which can be stated as follows: Given r, ¥, and o’ mod p it js computationally infeasible to
determine the exponent a. This problem is known as the Diffie-Hellman Problem (DHP).

To summarize, the Diffie-Hellman key exchange protocol allows two parties to securely establish a shared secret
over an insecure channel. The security of this protocol relies on the hardness of the discrete logarithm problem,
making it resistant to various cryptographic attacks, provided that sufficiently large prime numbers are used.

In the realm of cryptography, it is not sufficient for a cryptographic protocol to merely function correctly; it must
also be secure. The primary concern is whether a protocol, such as the Diffie-Hellman key exchange, can
withstand attacks from adversaries. To evaluate this, we must define an attacker model and consider the
capabilities of a potential adversary, often referred to as Oscar in cryptographic discussions.

For the purposes of this analysis, we assume a passive attacker model, where Oscar can observe the
communication channel but cannot alter the messages being transmitted. This type of attacker is known as an
eavesdropper. The security of the Diffie-Hellman protocol under such an attacker model is critical to its practical
application.

In the Diffie-Hellman protocol, several parameters are publicly known:
- P: alarge prime number.

- a: a primitive root modulo P.

- A: the public key of Alice, which is &® mod P.

- B: the public key of Bob, which is a® maod P.

Oscar, the eavesdropper, has access to these public parameters. However, the ultimate goal for Oscar is to

determine the shared secret key Kag = a® mod P _If Oscar can compute this shared secret key, the
security of the protocol is compromised.

The challenge Oscar faces is known as the Diffie-Hellman problem. Given the public domain parameters P and
v, along with the public keys A and B, Oscar needs to determine a™ mod P without knowing the private keys

e or b.

One approach for Oscar to solve the Diffie-Hellman problem is to compute the private key a from the public key
A. This requires solving the discrete logarithm problem:

a=log, A mod F

The discrete logarithm problem, where one must find a such that a® = A mod P, is computationally difficult,
especially for large values of PP and «. The hardness of this problem underpins the security of the Diffie-Hellman
protocol. If Oscar can solve the discrete logarithm problem, he can derive the private key @ and subsequently
compute the shared secret key:
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Kag =B" mod P=(a")" mod P=a" mod P

However, the security of the Diffie-Hellman protocol relies on the assumption that the discrete logarithm
problem is infeasible to solve within a reasonable timeframe using current computational techniques. This
assumption is fundamental to the protocol's resilience against passive attackers.

The security of the Diffie-Hellman key exchange protocol is intrinsically linked to the difficulty of the discrete
logarithm problem. As long as this problem remains computationally intractable, the protocol is considered
secure against passive eavesdropping attacks.

In the realm of cybersecurity, particularly in advanced classical cryptography, the Diffie-Hellman cryptosystem
plays a crucial role. The security of Diffie-Hellman relies on the computational difficulty of solving certain
mathematical problems, specifically the Generalized Discrete Logarithm Problem (DLP).

To understand the security underpinnings of the Diffie-Hellman protocol, it is essential to grasp the complexity
of the discrete logarithm problem. This problem becomes computationally hard when the prime number F used
in the calculations is sufficiently large, typically around 1,024 bits. The discrete logarithm problem involves
finding an integer & given ¥ and g© mod P ywhere 7 is a generator of a finite cyclic group. This problem is
considered infeasible to solve efficiently with current computational resources when F is large enough.

The Diffie-Hellman problem (DHP) is closely related to the discrete logarithm problem. In the Diffie-Hellman key
exchange protocol, two parties, Alice and Bob, agree on a large prime P and a generator Y. They then

b
independently select private keys a and b, compute public keys §° mod P ang ¢° mod P and exchange
these public keys. Each party can then compute the shared secret key K 4B as follows:

Kag=(¢" mod P)* mod P=(g° mod P)’ mod P

The security of this protocol hinges on the assumption that an eavesdropper, Oscar, cannot feasibly compute
K 4B from the public keys §° mod P gng g" mod P without solving the discrete logarithm problem.

A significant theoretical question in cryptography is whether solving the Diffie-Hellman problem necessarily
requires solving the discrete logarithm problem. If it can be proven that the only way to solve the Diffie-Hellman
problem is by solving the discrete logarithm problem, then the two problems are considered equivalent.
However, this equivalence has not been definitively proven, despite strong theoretical indications suggesting it.
This remains an open problem in the field of cryptographic research.

In contrast, the RSA cryptosystem presents a different scenario. The primary method known for breaking RSA
encryption involves factorizing the product of two large prime numbers. While factorization is the best-known
attack against RSA, it is not conclusively the only method. The security of RSA relies on the difficulty of
factorizing large composite numbers, but theoretically, it is not clear that factorization is the sole path to
breaking RSA. This ambiguity underscores the ongoing research and exploration in cryptographic security.

The security of the Diffie-Hellman cryptosystem is deeply rooted in the computational hardness of the discrete
logarithm problem. While there are strong indications that solving the Diffie-Hellman problem necessitates
solving the discrete logarithm problem, this equivalence has yet to be proven. The field of cryptography
continues to evolve as researchers strive to uncover deeper insights into these foundational problems.

Modern proof-based cryptography involves understanding foundational cryptosystems and their underlying
principles. One of the key cryptographic protocols that exemplify these principles is the Diffie-Hellman
cryptosystem. This protocol allows for the secure computation of a shared session key over an unsecured
channel. Although it appears straightforward, its security is rooted in complex mathematical problems, such as
the Discrete Logarithm Problem (DLP).
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The Diffie-Hellman protocol can be generalized beyond its typical modulo P arithmetic. This generalization
involves other cyclic groups, including those derived from elliptic curves, which are significantly different from
the traditional modulo P arithmetic. This broader framework is encapsulated in the Generalized Discrete
Logarithm Problem (GDLP).

To understand GDLP, one must first grasp the concept of a cyclic group. A group (= is cyclic if there exists an

element « (called a primitive element) such that every element of the group can be written as a power of r.
Mathematically, if a is a primitive element of a cyclic group & of order n, then:

with o™ = 1 (according to Fermat's theorem in the context of modulo arithmetic).
The GDLP can be formally defined as follows: Given a cyclic group G with a group operation denoted by o (which

could be either addition or multiplication), and the group order n, let «x be a primitive element of &, and let A be
an element in <. The problem is to find an integer & such that:

OO o0 = 3

where the operation o is applied & times. Symbolically, this can be represented as:

if o denotes addition.

In the multiplicative case, the operation is straightforward:

o’ =a X ax--- % a(x times)

In the additive case, the notation changes to:
r-a=a+at+- -+ o (x times)

The security of cryptosystems based on the DLP, including Diffie-Hellman, relies on the computational difficulty
of solving this problem. The GDLP extends this difficulty to a broader range of cyclic groups, enhancing the
robustness and applicability of cryptographic protocols.

Understanding these principles is crucial for advancing in cryptography, as it allows for the development of
more secure and versatile cryptographic systems. This foundational knowledge paves the way for exploring
more complex protocols and practical applications in theoretical and applied cryptography.

In the realm of advanced classical cryptography, the Diffie-Hellman cryptosystem stands as a fundamental
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protocol for secure key exchange. The core of its security rests on the difficulty of solving the Discrete
Logarithm Problem (DLP) in cyclic groups. The DLP can be generalized to various algebraic structures beyond
the traditional multiplicative group of integers modulo a prime.

To understand the Diffie-Hellman cryptosystem, it is essential to grasp the underlying algebraic operations. In
the classical setting, the protocol involves exponentiation in a finite field. Specifically, if 9 is a generator of a
cyclic group & of prime order P, and & and & are private keys chosen by two parties, the public keys are

computed as 9" and .‘]‘b respectively. The shared secret is then Q‘Gb, which can be computed by both parties.

However, the Diffie-Hellman protocol is not confined to integer arithmetic modulo a prime. Other cyclic groups
can also be employed to construct secure cryptographic systems. One prominent example is the multiplicative
E3

group of a prime field, denoted as ]FP, where ]FP is a finite field with  elements. This group excludes the zero
element and consists of the non-zero elements under multiplication.

Another important structure is the multiplicative group of an extension field, such as ]FE”', which consists of all
non-zero polynomials of degree less than im with coefficients in Fa. This group is widely used in practice,
particularly in the context of the Advanced Encryption Standard (AES), where the field Fos s employed.

Elliptic curves introduce a different algebraic structure where the group operation is based on point addition

rather than multiplication. An elliptic curve over a finite field FP is defined by an equation of the form
2 — 3 o . . . oo .

=" +ar +b The points on the curve, together with a point at infinity, form an abelian group under a well-
defined addition operation. The Diffie-Hellman protocol can be adapted to elliptic curves, where the shared

secret is derived from scalar multiplication of points on the curve.

The security of elliptic curve cryptography (ECC) relies on the Elliptic Curve Discrete Logarithm Problem
(ECDLP), which is analogous to the DLP but within the context of elliptic curves. ECC has gained widespread
adoption due to its efficiency and smaller key sizes compared to traditional methods like RSA and classical Diffie-
Hellman. Initially considered esoteric, extensive research over the past few decades has demonstrated that
elliptic curves provide robust security with significant performance advantages.

The Diffie-Hellman cryptosystem can be implemented using various cyclic groups, including multiplicative
groups of prime fields, extension fields, and elliptic curves. Each of these structures offers unique advantages
and challenges, contributing to the rich diversity of cryptographic methods available today.

Elliptic curves have become a mainstream cryptographic scheme, with applications such as those used by
BlackBerry. Initially considered exotic, elliptic curves are now widely adopted. Additionally, hyper-elliptic curves,
although still considered exotic, represent a generalization of elliptic curves. In practice, the most commonly
used schemes are elliptic curves and hyper-elliptic curves.

When discussing the security of cryptographic systems, particularly the Diffie-Hellman cryptosystem, it is
essential to understand the types of attacks that can be mounted against them, specifically against the Discrete
Logarithm Problem (DLP). The strength of an attack directly influences the necessary bit length of the
cryptographic parameters. If an attacker has powerful algorithms, longer bit lengths are required to maintain
security. Conversely, if the attack algorithms are weak, shorter bit lengths may suffice, resulting in faster
cryptosystems.

To understand the nature of these attacks, consider an attacker aiming to compute a discrete logarithm. The
parameters involved are typically denoted as &« and Fina group (&, with the group having a cardinality N. The
discrete logarithm problem can be formulated as finding X such that aX = B Here, X is always an integer,
regardless of whether o and 3 are integers or other types of group elements.

In different cryptographic contexts, the nature of the group elements varies. For instance, in (¢ = 2™, the group
elements are polynomials, whereas in elliptic curve cryptography, the elements are points on a curve. Despite
these differences, X remains an integer that counts the number of multiplications.

The simplest attack on the DLP is a brute force attack. This method involves trying all possible values of X until
the correct one is found. If the group has V elements, the worst-case scenario requires N steps, denoted as
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O(N) in big O notation. This notation simplifies the expression by ignoring constant factors, thus focusing on
the growth rate of the complexity.

In practice, the average number of steps required in a brute force attack is -'”'"/2. This is because, on average,
the solution will be found halfway through the possible values. Big O notation, however, abstracts away these
constants, providing a general sense of the algorithm's efficiency.

From the perspective of a web browser or any application relying on cryptographic security, the inefficiency of
brute force attacks is beneficial. If brute force were the only attack available, cryptographic systems could be
secure with relatively small group sizes. For example, the Data Encryption Standard (DES) uses a 56-bit key
length. However, more sophisticated attacks necessitate larger key sizes to ensure security.

Understanding the nature and complexity of attacks against the DLP is crucial for determining the appropriate
parameters for secure cryptographic systems. The balance between security and performance hinges on the
strength of the potential attacks and the corresponding bit lengths required to mitigate them.

In the realm of cybersecurity, particularly in advanced classical cryptography, the Diffie-Hellman cryptosystem
is a foundational concept. The security of this system is intricately linked to the Generalized Discrete Log
Problem. The complexity of breaking a cryptographic system often determines its robustness against attacks.

One of the primary considerations in evaluating the security of the Diffie-Hellman cryptosystem is the size of the
group, denoted as n. For a cryptographic system to be secure against brute force attacks, the group size must
be sufficiently large. For instance, if the group size is 250 an attacker would need to perform approximately 280
steps to break the system. Given the current computational capabilities, this is infeasible and would remain so
for the foreseeable future.

However, brute force attacks are not the only type of attack that can be employed. Square root attacks, such as
the Baby Step-Giant Step algorithm and Pollard's Rho method, are more efficient. These attacks reduce the

complexity from n steps to \/H steps. Consequently, if the group size is 280 the complexity of a square root
attack would be 2%, This significantly lowers the computational effort required, making it feasible to execute
such an attack on a standard laptop.

To ensure an 80-bit security level against these more sophisticated attacks, the group size must be increased.
Specifically, the group size should be 2160, meaning the group is represented by 160-bit numbers. This
adjustment ensures that even with the most powerful known attacks, the computational effort required would
still be around 257 steps, which remains impractical with current technology.

Elliptic curve cryptography (ECC) exemplifies this principle. ECC is designed with at least 160-bit security
because the best-known attacks against elliptic curves are square root attacks. This level of security is why
elliptic curves are utilized in critical applications, such as national ID cards.

Understanding the intricacies of these attacks requires delving into specific algorithms. For instance, the Baby
Step-Giant Step algorithm and Pollard's Rho method are detailed in cryptographic literature, such as the
Handbook of Applied Cryptography. These resources provide comprehensive explanations and are valuable for
those seeking a deeper understanding of the underlying mechanisms.

The security of the Diffie-Hellman cryptosystem and elliptic curve cryptography hinges on the group's size and
the complexity of potential attacks. By ensuring that the group size is sufficiently large, cryptographic systems
can maintain robust security against both brute force and more advanced square root attacks.

The Diffie-Hellman cryptosystem is a fundamental method for secure key exchange in cryptographic systems. It
allows two parties to establish a shared secret over an insecure channel. The security of this system is primarily
based on the difficulty of solving the Discrete Logarithm Problem (DLP).

In classical cryptography, various attacks have been identified that target the Diffie-Hellman cryptosystem.
Among these, square root attacks are well-known and always effective. These attacks, however, are not
exceedingly powerful and can be mitigated by using a sufficiently large key size, typically around 160 bits.
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The necessity for even larger key sizes arises from more sophisticated attacks, particularly the family of index
calculus attacks. These attacks are significantly more powerful but are only applicable to certain types of
#

discrete logarithm problems. Specifically, they are effective against groups such as ZP (the multiplicative group

of integers modulo #) and GF(2m) (the Galois field of order 2"*). These groups are commonly used in classical
Diffie-Hellman implementations, including those found in many web browsers that do not yet support elliptic
curve cryptography.

Historically, some implementations of Diffie-Hellman used relatively small key sizes, such as 128-bit or 160-bit
primes, under the assumption that only square root attacks needed to be considered. However, with the advent
of index calculus attacks, it became clear that such key sizes were insufficient for security. For instance, a
160-bit prime number can be easily broken using modern computational resources.

To counteract these more powerful attacks, it is necessary to use much larger primes. Current
recommendations suggest using primes of at least 1024 bits. This recommendation is based on the record for
breaking discrete logarithm problems, which was set in 2007 when a 532-bit problem was solved. Given the
advancements in computational power and algorithms, it is plausible that intelligence agencies could break
even larger key sizes, potentially up to 600 or 650 bits.

Therefore, in practical applications, the prime F used in Diffie-Hellman key exchange is typically in the range of
1024 to 2048 bits. For those seeking long-term security, a prime size of 2048 bits is advisable. This ensures
robustness against both current and foreseeable future attacks.

The security of the Diffie-Hellman cryptosystem relies heavily on the size of the prime used in the key exchange
process. While square root attacks can be mitigated with relatively smaller primes, the threat posed by index
calculus attacks necessitates the use of much larger primes, typically at least 1024 bits, to ensure secure
communication.

The Diffie-Hellman cryptosystem is a fundamental protocol in the realm of classical cryptography, primarily used
to securely exchange cryptographic keys over a public channel. The security of the Diffie-Hellman cryptosystem
is predicated on the difficulty of the Discrete Logarithm Problem (DLP). The DLP posits that given a prime P, a
generator 4 of the multiplicative group of integers modulo P, and an element t in this group, it is

computationally infeasible to determine the integer  such that 9° = /¢ (mod 2

The Generalized Discrete Logarithm Problem extends this difficulty by considering variations and
generalizations of the basic problem, which can further complicate the cryptanalysis of systems relying on such
problems. One notable method for attacking the DLP is the Index Calculus algorithm, which is more
sophisticated than brute-force approaches and can be more efficient for certain types of groups.

The Index Calculus method involves the following steps:

1. **Factor Base Selection**: Choose a set of small primes, known as the factor base.

mod p), where Pj are primes in the

. . . , 4 =11 I
2. **Relation Collection**: Find many relations of the form g iPj
factor base.
3. **Linear Algebra**: Use the collected relations to set up a system of linear equations modulo ¥ — 1 and solve
for the logarithms of the factor base elements.
4. **Individual Logarithm Computation**: Express the target element in terms of the factor base elements and

use the precomputed logarithms to find the discrete logarithm of the target element.

The Handbook of Applied Cryptography provides an in-depth explanation and a toy example to illustrate the
Index Calculus algorithm. Chapter 3, Algorithm Number 68, specifically addresses this topic.

While the Diffie-Hellman cryptosystem is robust due to the difficulty of the DLP, advanced methods like the
Index Calculus algorithm can be employed to attack the problem under certain conditions. Understanding these
methods is crucial for evaluating the security of cryptographic systems that rely on the hardness of the DLP and
its generalizations.
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EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY DIDACTIC MATERIALS
LESSON: ENCRYPTION WITH DISCRETE LOG PROBLEM
TOPIC: ELGAMAL ENCRYPTION SCHEME

Encryption with Discrete Log Problem - Elgamal Encryption Scheme

The Elgamal encryption scheme is a cryptographic method based on the discrete logarithm problem. It provides
a way to securely encrypt and decrypt messages using a public-private key pair. In this didactic material, we will
explore the Elgamal encryption scheme and understand how it works.

The Elgamal encryption scheme is a type of public-key encryption, which means that it uses two different keys
for encryption and decryption. The encryption key is made public and is known as the public key, while the
decryption key is kept private and is known as the private key.

To understand the Elgamal encryption scheme, let's break it down into its key components:

1. Key Generation:

- Generate a large prime number, p.

- Select a primitive element, g, modulo p.

- Choose a random private key, a, such that 1 = a =< p-2.
- Compute the public key, A, as A = g™a mod p.

2. Encryption:

- Convert the message, M, into a numerical representation.

- Select a random secret key, k, such that 1 = k = p-2.

- Compute the ciphertext as C = (g”k mod p, A~k * M mod p).

3. Decryption:
- Compute the shared secret key, s, as s = C1™a mod p.
- Compute the plaintext message as M = C2 * (s”™(-1) mod p) mod p.

The security of the Elgamal encryption scheme is based on the discrete logarithm problem, which is considered
computationally difficult to solve. The discrete logarithm problem involves finding the exponent, a, in the
equation A = g~a mod p, given A, g, and p. The security of the scheme relies on the assumption that it is
difficult to compute the private key, a, from the public key, A.

By using the Elgamal encryption scheme, individuals can securely exchange encrypted messages without
sharing their private keys. This makes it a valuable tool in ensuring the confidentiality and integrity of sensitive
information.

The Elgamal encryption scheme is a powerful cryptographic method that utilizes the discrete logarithm problem
to securely encrypt and decrypt messages. By generating a public-private key pair and performing encryption
and decryption operations, individuals can communicate securely while protecting the confidentiality of their
messages.

Encryption with Discrete Log Problem - Elgamal Encryption Scheme

The Elgamal encryption scheme is a public-key encryption algorithm based on the discrete logarithm problem. It
was developed by Taher Elgamal in 1985 and is widely used for secure communication over the internet.

In the Elgamal encryption scheme, each user generates a pair of keys: a public key and a private key. The
public key is shared with others, while the private key is kept secret. The security of the encryption scheme
relies on the difficulty of solving the discrete logarithm problem.

The discrete logarithm problem is a mathematical problem that involves finding the exponent of a given number
in a finite field. It is computationally difficult to solve, especially for large prime numbers. This makes the
Elgamal encryption scheme secure against attacks by brute force or by solving the discrete logarithm problem.
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To encrypt a message using the Elgamal encryption scheme, the sender first obtains the recipient's public key.
The sender then randomly selects a number, called the ephemeral key, and computes the ciphertext by raising
the recipient's public key to the power of the ephemeral key, modulo a large prime number. The sender also
computes a shared secret by raising the recipient's public key to the power of their own private key.

The ciphertext and the shared secret are then used to encrypt the message using a symmetric encryption
algorithm, such as AES. The encrypted message, along with the ephemeral key, is then sent to the recipient.

To decrypt the message, the recipient uses their private key to compute the shared secret. The shared secret is
then used to decrypt the encrypted message using the same symmetric encryption algorithm. The decrypted
message is then obtained.

The Elgamal encryption scheme provides confidentiality and integrity of the message. The confidentiality is
ensured by the use of symmetric encryption, while the integrity is ensured by the use of the shared secret,
which is unique to each message.

The Elgamal encryption scheme is a secure and widely used public-key encryption algorithm. It provides
confidentiality and integrity of the message by utilizing the discrete logarithm problem. By understanding the
concepts and techniques behind the Elgamal encryption scheme, one can better appreciate the importance of
cryptography in ensuring secure communication.

Encryption with Discrete Log Problem - Elgamal Encryption Scheme

In the field of cybersecurity, encryption plays a crucial role in ensuring the confidentiality and integrity of
sensitive information. One of the encryption schemes used in classical cryptography is the Elgamal Encryption
Scheme, which is based on the discrete log problem.

The discrete log problem is a mathematical problem that involves finding the exponent to which a given number
must be raised in order to obtain another given number. This problem is considered computationally difficult to
solve, making it suitable for encryption purposes.

The Elgamal Encryption Scheme is a public-key encryption scheme that uses the discrete log problem as its
foundation. It consists of two main steps: key generation and encryption.

During the key generation step, a user generates a public-private key pair. The public key is made available to
anyone who wants to send encrypted messages to the user, while the private key is kept secret and used for
decryption.

To encrypt a message using the Elgamal Encryption Scheme, the sender first converts the message into a
numerical representation. Then, a random number called the ephemeral key is generated. Using the recipient's
public key and the ephemeral key, the sender performs a series of mathematical operations to produce the
ciphertext.

The ciphertext is then sent to the recipient, who can decrypt it using their private key. By using the private key
and performing the inverse mathematical operations, the recipient can recover the original message.

The security of the Elgamal Encryption Scheme relies on the difficulty of solving the discrete log problem. If an
attacker were able to solve this problem efficiently, they would be able to recover the private key and decrypt
the ciphertext. However, no efficient algorithm for solving the discrete log problem on classical computers has
been discovered so far.

The Elgamal Encryption Scheme is a public-key encryption scheme that utilizes the discrete log problem for
secure communication. By leveraging the computational difficulty of solving the discrete log problem, the
scheme provides a robust method for encrypting and decrypting messages.
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EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY DIDACTIC MATERIALS
LESSON: ELLIPTIC CURVE CRYPTOGRAPHY
TOPIC: INTRODUCTION TO ELLIPTIC CURVES

Good morning, and welcome to today's lesson on elliptic curve cryptography. In this session, we will introduce
the concept of elliptic curves and explore their role in modern cryptography.

Elliptic curve cryptography (ECC) is a branch of public key cryptography that relies on the mathematics of
elliptic curves. It offers a higher level of security compared to traditional cryptographic algorithms, such as RSA
and Diffie-Hellman.

So, what exactly is an elliptic curve? An elliptic curve is a smooth curve defined by a mathematical equation of
the form y™~2 = x~3 + ax + b. This equation represents all the points (x, y) that satisfy it. The curve also has a
special point called the "point at infinity" which acts as the identity element.

In elliptic curve cryptography, we use a finite field of prime order to define the curve. This means that the x and
y coordinates of points on the curve are integers modulo a prime number. The choice of this prime number is
crucial for the security of the cryptographic scheme.

The security of elliptic curve cryptography lies in the difficulty of solving the elliptic curve discrete logarithm
problem (ECDLP). Given a point P on the curve and another point Q, it is computationally hard to find a scalar k
such that Q = kP. This property forms the basis of ECC's security.

To illustrate this concept, let's consider an example. Suppose we have a curve defined by the equation y™~2 =
x”~3 + 7 over a finite field of prime order 23. We can perform scalar multiplication on a point P by multiplying it
with an integer k. For example, if P = (2, 3) and k = 4, then 4P = (20, 6).

The beauty of elliptic curve cryptography lies in its efficiency. ECC provides the same level of security as
traditional cryptographic algorithms, but with much smaller key sizes. This makes it ideal for resource-
constrained environments, such as mobile devices and embedded systems.

Elliptic curve cryptography is a powerful tool in modern cybersecurity. By leveraging the mathematical
properties of elliptic curves, ECC offers strong security with smaller key sizes. In the next lesson, we will delve
deeper into the mathematics behind elliptic curves and explore cryptographic operations on them.
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EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY DIDACTIC MATERIALS
LESSON: ELLIPTIC CURVE CRYPTOGRAPHY
TOPIC: ELLIPTIC CURVE CRYPTOGRAPHY (ECC)

Elliptic Curve Cryptography (ECC) is a sophisticated branch of cryptography that revolves around the
mathematical structures known as elliptic curves. These curves are defined by equations of the form

ard - . . - . . .
y° ="+ ax +b \where a and b are constants. One of the essential properties of elliptic curves is their ability
to form a cyclic group under a defined addition operation.

The elliptic curve group operation involves adding two points P and & on the curve to produce another point on
the same curve. This operation is not straightforward and involves several steps, including calculating the slope
of the line through P and €, and then using this slope to find the coordinates of the resulting point.

One significant problem in ECC is the Elliptic Curve Discrete Logarithm Problem (ECDLP). The ECDLP is the
problem of finding an integer % given points P and € on an elliptic curve such that @ = kP This problem is
computationally hard, which forms the basis for the security of ECC.

. — ) Y oL 1
To illustrate the concept, consider an elliptic curve defined by the equation ¥~ = " + 22+ 12 mod 17 por
this curve, the set of points forms a cyclic group. A cyclic group is a group that can be generated by repeatedly
applying the group operation to a single element, known as the generator or primitive element.

For the given curve, a generator point FF can be (5. 1:'. To verify that the group is cyclic, we compute multiples
of P. For instance, to find 2P (i.e., P + P), we use the following formulas:

1. Calculate the slope s:

321 +a
s=—1"— modp
241

where £ = (@1, 31,

2. Calculate the coordinates of 2 F:

9
@3 =58 —2x; modp

Yz = s(ey —az) —y1 mod p

Applying these formulas, we find that 2P =(3,1)+ (5. 1) results in another point on the curve. This process
can be repeated to find 3F, 4F, and so on, until all points in the group are generated.

One of the practical applications of ECC is the Elliptic Curve Diffie-Hellman (ECDH) protocol. ECDH is a key
exchange protocol that allows two parties to securely share a secret key over an insecure channel. The protocol
works as follows:

1. Both parties agree on a common elliptic curve and a generator point F.

2. Each party generates a private key (a random integer) and computes the corresponding public key by
multiplying the generator point by the private key.

3. The parties exchange public keys.
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4. Each party computes the shared secret by multiplying the received public key by their private key.

The shared secret is the same for both parties due to the properties of elliptic curve point multiplication,
ensuring a secure key exchange.

Elliptic Curve Cryptography offers several advantages over traditional cryptographic methods, including smaller
key sizes for the same level of security and efficient computation. However, it also requires a deep
understanding of the underlying mathematics and careful implementation to avoid potential vulnerabilities.

Elliptic Curve Cryptography (ECC) is a form of public key cryptography based on the algebraic structure of
elliptic curves over finite fields. One critical aspect of ECC is the cyclic nature of the group formed by the points
on the elliptic curve. This cyclic behavior is fundamental to understanding how ECC operates.

Consider an elliptic curve defined over a finite field ZP. The points on this curve, along with a special point at
infinity, form an abelian group. The group operation is point addition. For instance, if P is a point on the curve,
then 2P is IP added to itself, 3/ is 2 added to I, and so forth.

When repeatedly adding a point P to itself, a cyclic pattern emerges. For example, if we start with a point PP
and continue adding it to itself, at some point, we reach a point where the x-coordinates of 18P and — P are
the same. This indicates that 18P is the inverse of P modulo ”. In modular arithmetic, if we have

z = —y (mod p) it implies © + ¥ =0 (mod p)

To illustrate, consider points P and —F on the curve. If the y-coordinates of these points are inverses of each
other modulo 7, their sum is the neutral element, often referred to as the point at infinity. This point acts as the

identity element in the group, meaning P+ (-P)= D, where (J is the point at infinity.

For instance, if 19FP = @, then 20 = P. Continuing, 21 FP = 2P, 22FP = 3P, and so on. This cyclic behavior is
a hallmark of the group structure in elliptic curves.

The neutral element, or point at infinity, does not have real coordinates. When a point and its inverse are
added, the result is this neutral element. This property is crucial in the arithmetic of elliptic curves, as it allows
the cyclic nature of the group to be leveraged in cryptographic algorithms.

In cryptographic applications, this cyclic group property is exploited to create hard mathematical problems,
such as the Elliptic Curve Discrete Logarithm Problem (ECDLP). The difficulty of solving ECDLP underpins the
security of ECC. Essentially, given points P and € on an elliptic curve, where Q) = kP for some integer k, it is
computationally challenging to determine k given P’ and Q.

This cyclic behavior observed in elliptic curves is analogous to cyclic groups formed by integers under modular
arithmetic. Despite the seemingly complex nature of elliptic curve operations, they exhibit similar properties to
simpler arithmetic operations, offering deeper insights into group theory and its applications in cryptography.

Elliptic Curve Cryptography (ECC) is a form of public-key cryptography based on the algebraic structure of
elliptic curves over finite fields. ECC provides similar levels of security to traditional systems such as RSA but
with smaller key sizes, making it more efficient in terms of computational power and memory usage.

To build cryptographic systems using elliptic curves, we leverage the concept of cyclic groups and discrete
logarithm problems (DLP). In the context of ECC, the algebraic structure we consider is not modulo # arithmetic
but rather the set of points on an elliptic curve.

22— - . ) .
An elliptic curve is defined by an equation of the form ¥~ = " + ar + b over a finite field. The set of solutions
to this equation, along with a point at infinity, forms an abelian group under a defined addition operation.

In this group, we identify a primitive element or generator, denoted as . The discrete logarithm problem in this
context involves finding an integer d such that 7" = dF, where T" is another point on the elliptic curve. This
problem is computationally hard, which forms the basis of the security for ECC.
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To illustrate, consider the process of "hopping" on the elliptic curve. Starting from the generator point F, we
perform the group operation repeatedly: ¥ + P = 2P 2P + P = 3P, and so on, until we reach the point T'.
The challenge is to determine the number of hops, d, from P to T'. In cryptographic terms, d is the private key,
while T" (the result of i hops) is the public key.

Formally, let P be the generator and T be the resulting point after d hops. The problem can be expressed as:
T =dP

Given P and T, the discrete logarithm problem is to find d.

For example, if the starting point 7 generates 19 points on the elliptic curve, and we are given a point 7', we
know there exists an integer d such that:

T=dP

Determining ¢ involves solving the equation in the context of the elliptic curve group operations, which is known
to be a hard problem even for small examples.

To summarize, ECC relies on the hardness of the discrete logarithm problem within the group of points on an
elliptic curve. The security of ECC systems is predicated on the difficulty of determining d given FF and T', which
underpins the private and public key relationship in elliptic curve cryptography.

Elliptic Curve Cryptography (ECC) is a form of public key cryptography based on the algebraic structure of
elliptic curves over finite fields. A key concept in ECC is the Elliptic Curve Discrete Logarithm Problem (ECDLP),
which forms the basis of its security.

In ECC, there are two types of keys: the private key and the public key. The private key, denoted as d, is an
integer representing the number of hops or group operations on the elliptic curve. This integer is well-behaved
and consistent across all discrete logarithm problems, regardless of the group in use.

The public key, denoted as T, is a point on the elliptic curve, which can be represented as two integers in a
coordinate system. This point is a group element, and its nature can vary depending on the specific algebraic
structure or curve being used. While the private key remains a straightforward integer, the public key can take
on more complex forms depending on the elliptic curve or other algebraic varieties in use.

Understanding the group cardinality, or the number of elements in the group, is crucial when dealing with
discrete logarithm problems. The group cardinality, also known as the order of the group, refers to the total
number of points on the elliptic curve, including the point at infinity, which serves as the neutral element in the

group.

For a specific elliptic curve, the group cardinality can be determined by counting the distinct points on the
curve. For example, if an elliptic curve has 18 real points and the point at infinity, the group cardinality is 19.

A useful theorem for determining the number of points on an elliptic curve is Hasse's Theorem. This theorem

provides bounds on the number of points on an elliptic curve over a finite field. Specifically, for an elliptic curve
modulo a prime £, the number of points &N on the curve satisfies the inequality:

pHL-2p<N<p+1+2p

This theorem, also known as the Hasse Bound, gives both a lower and an upper bound for the number of points
on the elliptic curve. In practical terms, this means that the number of points on the curve is roughly around the
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prime P,

To summarize, ECC relies on the properties of elliptic curves and the difficulty of the ECDLP for its security. The
private key is a simple integer, while the public key is a point on the curve. Understanding the group cardinality
and applying Hasse's Theorem are essential for working with elliptic curves in cryptographic applications.

Elliptic Curve Cryptography (ECC) is a highly regarded method in the realm of cryptography due to its ability to
provide strong security with relatively small key sizes. A critical concept within ECC is the Hasse point theorem,
which provides an approximation for the number of points on an elliptic curve over a finite field. According to
this theorem, if E is an elliptic curve over a finite field with F» elements, then the number of points on E,

denoted #E, lies within the range P + 1 £ 2/P,

To elucidate this, consider a prime number P. The term 2V P represents a correction factor that, while large in
absolute terms, is relatively small compared to I°. For instance, if P is a 160-bit number, the square root of F is
approximately an 80-bit number. Doubling this results in a correction factor of 81 bits. This demonstrates that

for a 160-bit prime P, the number of points on the elliptic curve will be within £ + 1+ 281

In practical terms, the correction factor 2\/’? is relatively minor. For example, if one wins 1 million euros, the
correction factor would be akin to 1000, meaning the actual amount could range from 999,000 to 1,001,000
euros. This analogy underscores that while the correction factor might seem large, it is relatively insignificant
compared to the total amount.

However, while the Hasse point theorem provides a useful approximation, exact determination of the number of
points on an elliptic curve is crucial for certain cryptographic applications. Specifically, the exact cardinality of
the elliptic curve is necessary to thwart certain types of cryptographic attacks, such as brute force and square
root attacks. The precise number of points is essential for ensuring the security of elliptic curve protocols,
including Diffie-Hellman key exchange and elliptic curve digital signatures, which rely on the hardness of the
Elliptic Curve Discrete Logarithm Problem (ECDLP). The ECDLP's difficulty is foundational to the security of these
protocols.

Determining the exact number of points on an elliptic curve is computationally challenging and involves
advanced number theory. Due to the complexity, standardized elliptic curves are often used in practice. These
standardized curves are provided by organizations such as the National Institute of Standards and Technology
(NIST) and the German Federal Office for Information Security (BSI). These standards, including the well-known
NIST curves, specify parameters such as the coefficients A and B of the elliptic curve equation, the prime P,
and the exact cardinality of the curve. These parameters are readily available in public domains, including
official websites and repositories like Wikipedia.

While the Hasse point theorem provides a useful approximation for the number of points on an elliptic curve,
exact determination is necessary for robust cryptographic security. The standardized curves provided by
institutions like NIST and BSI offer a practical solution, ensuring the availability of necessary parameters and
cardinality for secure cryptographic implementations.

Elliptic Curve Cryptography (ECC) is a robust and efficient form of public key cryptography based on the
algebraic structure of elliptic curves over finite fields. The strength of ECC lies in the difficulty of solving the
Elliptic Curve Discrete Logarithm Problem (ECDLP), which is a cornerstone of its security.

To understand the complexity of ECC, one must first comprehend the nature of elliptic curves. An elliptic curve
is defined by an equation of the form:

y'=a2" +ar+b

k 2
where @ and & are constants that satisfy the condition 4a” + 270 # 0. The set of points (z,y) satisfying this
equation, along with a special point at infinity, form an abelian group. The security of ECC is based on the
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difficulty of the ECDLP, which involves finding an integer d given points F’ and € such that €@ = dF,

The standardized curves provide the necessary parameters, including the curve equation and a base point (,
which is a point on the curve. From this base point, cryptographic keys are generated. The private key d is a
randomly chosen integer, and the corresponding public key is () =dG,

Despite knowing the curve and the base point, an attacker gains no significant advantage. This is because
precomputing all possible points on the curve is computationally infeasible. The best known algorithms for

solving the ECDLP require approximately \/ﬁ steps, where F is the order of the base point (+. This complexity is
often referred to as a "square root attack."

For example, consider an elliptic curve defined over a 160-bit prime field. The best known attack requires

v/ 2160 — 280 steps. Implementing such an attack would require an immense amount of computational power.
Current custom hardware can perform 245 operations per year, meaning it would take approximately one million
years to solve the ECDLP for a 160-bit curve with existing technology.

As computational power increases, the security parameters must also increase. For instance, a 192-bit or
256-bit curve is commonly used in commercial applications to ensure security against future advancements in
computing power. These larger key sizes significantly increase the difficulty of the ECDLP, extending the
practical security of the cryptographic system.

The security of ECC relies on the careful selection of elliptic curves and the inherent difficulty of the ECDLP. The
use of standardized curves ensures that the chosen parameters have been rigorously tested for security. As
computational capabilities advance, the cryptographic community continues to adapt by increasing key sizes to
maintain robust security.

Elliptic Curve Cryptography (ECC) is a sophisticated and efficient form of public key cryptography based on the
algebraic structure of elliptic curves over finite fields. In this material, we will focus on the Elliptic Curve Diffie-
Hellman (ECDH) key exchange protocol, which is an adaptation of the classical Diffie-Hellman key exchange to
the domain of elliptic curves.

The ECDH protocol involves two main phases: the setup phase and the key exchange phase. In the setup phase,
domain parameters must be established. These parameters include the elliptic curve E defined by its curve
equation and a primitive element (also known as a base point ). Unlike the classical Diffie-Hellman, which
operates in the multiplicative group of integers modulo a prime #, ECDH operates in the group of points on an
elliptic curve.

### Domain Parameters

. B o . .
1. **Elliptic Curve E**: Defined by an equation of the form ¥~ = &° + a& + b over a finite field p.
2. **Base Point G**: A point on the curve E with large order.

### Key Exchange Protocol
The key exchange phase involves two parties, traditionally named Alice and Bob, who wish to securely
exchange a cryptographic key over an unsecured channel.

1. **Private Key Selection**:

- Alice selects a private key @, which is a random integer chosen from the interval [1,n— 1], where 1 is the
order of the base point (+.
- Bob selects a private key b in a similar manner.

2. *Public Key Computation**:
- Alice computes her public key A as A = a7, where ( is the base point on the elliptic curve.
- Bob computes his public key B as B = b(.

3. ¥*Public Key Exchange**:
- Alice sends her public key A to Bob.
- Bob sends his public key B to Alice.
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4. **Shared Secret Computation**:
- Alice computes the shared secret 5 as 5 = alB5.
- Bob computes the shared secret S as .5 = bA.

Due to the properties of elliptic curves, both computations yield the same point on the elliptic curve, ensuring

that © = a(bG) = E‘(QGJ. This shared secret S can then be used as a key for symmetric encryption algorithms
like AES to secure further communication.

### Example

Consider an elliptic curve E over F

P with a base point & and order n.

1. Alice selects a private key & = 3 and computes her public key A = 3.
2. Bob selects a private key b = 4 and computes his public key B = 4G.
3. Alice sends A to Bob and Bob sends B to Alice.

4. Alice computes the shared secret 5 =3B =3(4G) = 12G

5. Bob computes the shared secret 5 =4A4=4(3G) = 12G
Both Alice and Bob now share the same secret 12(+, which can be used as a key for symmetric encryption.

The strength of ECDH lies in the difficulty of the Elliptic Curve Discrete Logarithm Problem (ECDLP), which
ensures that even if an attacker knows both public keys A and B, it is computationally infeasible to derive the
shared secret 5 without knowing the private keys a or b.

ECDH provides a secure and efficient method for key exchange, leveraging the properties of elliptic curves to
enhance security while maintaining performance.

In the realm of advanced classical cryptography, Elliptic Curve Cryptography (ECC) stands out for its efficiency
and security. ECC is based on the algebraic structure of elliptic curves over finite fields. This cryptographic
method leverages the difficulty of the Elliptic Curve Discrete Logarithm Problem (ECDLP) to provide security
comparable to traditional systems like RSA but with much smaller key sizes.

The process begins with the generation of a private key, denoted as , which is a randomly chosen integer. The

corresponding public key is derived from this private key through point multiplication on the elliptic curve.
Specifically, if P is a known point on the curve (the base point), the public key @ is computed as:

Q=d P
Here, @ is a point on the curve, and d is the private key. The public key @ is a crucial element in ECC as it is

used in various cryptographic operations.

The elliptic curve equation used in ECC typically has the form:

Yy =2’ +az +b mod p
where  is a large prime number. In practice, # is often a 160-bit prime number. The parameters it and b define
the specific elliptic curve, and they must satisfy certain conditions to ensure the curve's security properties.

In ECC-based key exchange protocols such as the Elliptic Curve Diffie-Hellman (ECDH), two parties, Alice and
Bob, generate their private and public keys. Alice's private key is d4 and her public key is Qa=da- P,
Similarly, Bob's private key is dp and his public key is Gp=dp- P,

To establish a shared secret, Alice and Bob exchange their public keys. Alice computes the shared secret by
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multiplying her private key with Bob's public key:
Sa=da-Up

Bob computes the shared secret by multiplying his private key with Alice's public key:
Sp=dp-Qa

Due to the properties of elliptic curves, both computations yield the same point on the curve:
Sa=5Sp=da-dg-P

This shared secret can then be used as a key for symmetric encryption algorithms such as AES.

For example, consider an elliptic curve defined over a finite field with a base point P. Suppose Alice chooses her
private key as d4 = 3 and Bob chooses his private key as dp =10, Alice's public key is:

Qa=3-P
Bob's public key is:
Qp=10-P
After exchanging public keys, Alice computes the shared secret:
Sa=3-(10.P)=30.P
Bob computes the shared secret:
Sp=10.(3.-P)=30.P

Both derive the same shared secret point 30 - P,

For encryption, suppose Alice wants to encrypt a message M using AES. She can derive a symmetric key from
the shared secret. Typically, the x-coordinate of the shared secret point is used, and if it is longer than the
required key length, it is truncated or hashed to fit. For instance, if the m-coordinate is 160 bits and AES requires
128 bits, the leading 128 bits can be used as the key:

K = leading_128 bits{wza.p)

Alice encrypts the message M using AES with the key K to produce the ciphertext C'. She then sends C' to Bob.
Bob, having the same shared secret, derives the same key K and decrypts C' to retrieve the original message
M.
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Elliptic Curve Cryptography provides a robust and efficient means of securing communications, with smaller key
sizes offering the same level of security as larger keys in traditional systems. This efficiency makes ECC
particularly suitable for environments with limited computational resources.

In the realm of elliptic curve cryptography (ECC), a fundamental operation is the multiplication of a point on the
elliptic curve by a scalar. This operation is critical for the implementation of ECC-based protocols and can be
understood through the concept of group operations on elliptic curves.

Consider the scenario where we have a point I’ on the elliptic curve and we wish to compute kF, where kis a
scalar. This operation is analogous to the repeated addition of the point P to itself i times. However, performing
this operation naively by adding P to itself k times is computationally inefficient, especially when k is large.

To optimize this computation, we employ the double-and-add algorithm, which is analogous to the square-and-
multiply algorithm used in classical modular exponentiation. The double-and-add algorithm leverages the binary
representation of the scalar & to minimize the number of required operations.

Let us illustrate the double-and-add algorithm with an example. Suppose we need to compute 26/°. First, we
convert 26 to its binary representation, which is 110103, The algorithm proceeds as follows:

1. Initialize the result It to the point at infinity, which is the identity element for the group operation on the
elliptic curve.

2. lterate through each bit of the binary representation of & from left to right:

- For each bit, double the current value of .

- If the bit is 1, add the point F to K.

Using the binary representation 110102, we perform the following steps:

- Start with 2 = @ (the point at infinity).

- For the first bit (1): Double & (which is still €?), then add P. So, i = P.

- For the second bit (1): Double & (now 2P), then add P. So, i = 3P.

- For the third bit (0): Double £t (now 6F), but do not add P. So, &t = 6F.

- For the fourth bit (1): Double R (now 12P), then add FP. So, i = 13 F.

- For the fifth bit (0): Double & (now 26 F), but do not add P. So, i = 26 F.

Thus, the result of 26 is obtained efficiently using the double-and-add algorithm, which significantly reduces
the number of group operations compared to the naive method.

The correctness of this algorithm can be understood through the properties of elliptic curves and the group law
that governs point addition and doubling. Given the associativity of the group operation on elliptic curves, the
order in which additions are performed does not affect the final result. This ensures that both parties in a
cryptographic exchange, such as Alice and Bob, will compute the same shared secret when using their
respective private keys and each other's public keys.

The double-and-add algorithm is a powerful technique for performing scalar multiplication on elliptic curves,
enabling efficient and secure computations necessary for elliptic curve cryptography.

In the realm of cybersecurity, elliptic curve cryptography (ECC) is an advanced cryptographic technique that
leverages the mathematical properties of elliptic curves to provide secure and efficient encryption. One of the
fundamental operations in ECC is scalar multiplication, which involves multiplying a point P on the elliptic curve
by a scalar k. A common method for performing this operation is the "double and add" algorithm, also referred
to as the "left-to-right" method.

The "double and add" method processes the binary representation of the scalar k from the most significant bit
(left) to the least significant bit (right). The algorithm can be described as follows:

1. **Initialize:** Set the result [ to the point at infinity (7 (the identity element for elliptic curve addition).
2. **|terate through each bit of k:**
- **Double:** For each bit, double the current value of K. Mathematically, if & = mPF, then after doubling,
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R=2mpP.
- #kAdd:** If the current bit is 1, add the point P to R. Mathematically, if R = 2mP, then £ =2mP + P,

The algorithm can be illustrated with an example:

Suppose we want to compute £F where &k = 13 and F is a point on the elliptic curve. The binary representation
of 13 is 1101,

1. **First Bit (1):**
- *¥Double:** Start with & = .
- *xAdd:** Since the bitis 1, T =0+ P =P,

2. **Second Bit (1):**
- *xDouble:** K = 2P,
- #*Add:** Since the bitis 1, # = 2P + P =3P,

3. **Third Bit (0):**
- *%Double:** B =2 x 3P = 6P,
- **No Add:** Since the bit is 0, no addition is performed.

4. *Fourth Bit (1):**
- #*Double:** R =2 x 6P = 12P. |
- **Add:** Since the bitis 1, # = 12FP + P = 13 P,

Thus, the result of the scalar multiplication 13 P is obtained.

The "double and add" method is efficient because it minimizes the number of point additions, which are
computationally expensive operations on elliptic curves. The doubling operation, which involves point doubling,
is relatively less expensive in terms of computational resources.

The "double and add" algorithm is a fundamental technique in elliptic curve cryptography, enabling efficient
scalar multiplication by processing the scalar's binary representation from left to right. This method ensures
that elliptic curve operations are performed securely and efficiently, contributing to the robustness of ECC in
modern cryptographic applications.
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LESSON: DIGITAL SIGNATURES
TOPIC: DIGITAL SIGNATURES AND SECURITY SERVICES

Digital signatures are a crucial component in the field of modern cryptography, serving to provide a signature-
like function for the electronic world. They play an essential role in ensuring the authenticity, integrity, and non-
repudiation of digital communications and transactions.

A digital signature is a cryptographic mechanism that enables the verification of the origin and integrity of a
message, software, or digital document. It is akin to a handwritten signature or a stamped seal, but it offers far
more inherent security. Digital signatures are based on asymmetric cryptography, also known as public key
cryptography. In this system, each user has a pair of cryptographic keys: a private key and a public key.

To create a digital signature, the sender generates a hash of the message or document using a hash function.
This hash is then encrypted with the sender's private key to create the digital signature. The digital signature is
unique to both the message and the private key used to create it. When the recipient receives the message,
they can use the sender's public key to decrypt the hash. They then generate a new hash of the message and
compare it to the decrypted hash. If the hashes match, it confirms that the message has not been altered and
verifies the sender's identity.

K

Mathematically, if M is the message, H is the hash function, S is the signature, **#7 is the private key, and

I‘]Lm is the public key, the process can be described as follows:

. The sender computes the hash of the message: H[ﬂ'f}.

. The sender encrypts the hash with their private key to create the signature: S = Eﬁ'pr':H("‘"‘rD.
. The sender sends the message M along with the signature S to the recipient.

f M o -
. The recipient decrypts the signature using the sender's public key: H (*”) - Dﬁpw [S].

. The recipient computes the hash of the received message: H[ﬂ'fj.

o U~ WN

. The recipient compares H(M) with Hf(ﬂ'f). If they are equal, the message is verified.
Digital signatures provide several security services:

1. *Authentication**: Digital signatures authenticate the source of messages. Since the public key used to
verify the signature corresponds uniquely to the private key that created it, the recipient can be assured of the
sender's identity.

2. *¥*Integrity**: Digital signatures ensure that the message has not been altered in transit. Any change in the
message would result in a different hash, and thus the verification process would fail.

3. **Non-repudiation**: Once a message is signed, the sender cannot deny having sent it. This is because only
the sender has access to the private key used to create the signature.

An example of a widely used digital signature algorithm is RSA (Rivest-Shamir-Adleman). In RSA, the security of
the digital signature is based on the computational difficulty of factoring large integers. The RSA digital
signature scheme involves the following steps:

1. ¥*Key Generation**: Generate a pair of keys, a private key ’PJ' and a public key K?-m.

2. **¥Signing**: Create a hash of the message M. Encrypt the hash with the private key
signature 5.

3. **Verification**: Decrypt the signature 5 with the public key “*ru to retrieve the hash. Compute the hash of
the received message and compare it with the decrypted hash. If they match, the signature is valid.

Ky to produce the

Digital signatures are fundamental in various applications, including secure email, software distribution,
financial transactions, and legal contracts. They provide a robust method for verifying the authenticity and
integrity of digital communications, significantly enhancing the security of electronic interactions.

In the realm of cybersecurity, the concept of digital signatures plays a crucial role in ensuring the authenticity
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and integrity of digital documents. To understand the significance of digital signatures, it is essential to compare
them with traditional handwritten signatures used in the physical world.

In the conventional paper-based system, a signature serves as a proof of authenticity and origin of a document.
For instance, consider a university diploma. The diploma is signed by the department head or dean, which
serves as a verification that the diploma is genuine and issued by the university. The underlying assumption is
that while the document itself can be forged, replicating the unique signature is considerably more challenging.
This signature acts as a deterrent against forgery and provides a level of trust in the document's authenticity.

However, the physical signature system is not foolproof. Signatures can be forged with enough effort, and the
system relies heavily on social, legal, and criminal deterrents to prevent such forgeries. Despite these
limitations, traditional signatures have been effective in various transactions, such as buying property, enrolling
in universities, and signing contracts.

With the advent of the digital age, the need for a similar mechanism to authenticate electronic documents has
become apparent. In the digital world, documents are represented as binary data (e.g., PDFs, Word documents)
and do not inherently carry the same visual cues as physical documents. Therefore, a new method of signing
and verifying digital documents is required.

A naive approach to digital signatures might involve appending a unique combination of bits (e.g., 1,000 bits) to
the document, analogous to a handwritten signature. However, this method is fundamentally flawed. Unlike
physical signatures, digital data can be perfectly copied. If a unique bit sequence is used as a signature, it can
be easily replicated and appended to any document, rendering the signature meaningless.

To address this, digital signatures employ cryptographic techniques to ensure authenticity and integrity. A
digital signature is generated using a cryptographic algorithm, typically involving a pair of keys: a private key
and a public key. The private key is known only to the signer and is used to create the signature, while the
public key is shared with others to verify the signature.

The process of creating a digital signature involves the following steps:

1. **Hashing**: The document is processed through a cryptographic hash function, producing a fixed-size hash
value (digest) that uniquely represents the document's contents.

2. *Encryption**: The hash value is encrypted using the signer's private key, creating the digital signature.

3. *Appending**: The digital signature is appended to the document.

To verify a digital signature, the recipient performs the following steps:

1. **Hashing**: The recipient processes the received document through the same cryptographic hash function
to produce a hash value.

2. **Decryption**: The recipient decrypts the digital signature using the signer's public key to obtain the original
hash value.

3. *Comparison**: The recipient compares the hash value obtained from the document with the decrypted
hash value. If they match, the signature is valid, indicating that the document has not been altered and is
indeed from the purported signer.

This cryptographic approach ensures that digital signatures are secure and cannot be easily forged or
replicated. It provides a robust mechanism for authenticating electronic documents, similar to the role of
handwritten signatures in the physical world but with enhanced security features.

In the realm of cybersecurity, particularly in the context of advanced classical cryptography, digital signatures
play a crucial role in ensuring the authenticity and integrity of digital communications. Unlike traditional
handwritten signatures, which can be easily copied and forged once obtained, digital signatures leverage
cryptographic algorithms to provide a more secure method of signing documents.

The foundational concept behind digital signatures involves the use of cryptographic keys. In a typical scenario,
consider two parties, Alice and Bob. Alice wants to send a signed message to Bob. To achieve this, Alice uses a
cryptographic algorithm to generate a digital signature. This process can be described as follows:
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1. **Message and Key**: Let X represent the message or document that Alice wants to sign. Alice uses a
cryptographic algorithm that takes X and a private key K as inputs.

2. **Signature Generation**: The algorithm processes X and K to produce a digital signature ¥". Formally, this
can be represented as:

Y = Sign(K, X)

Here, SIg1 is the signing function, which is a cryptographic function that ensures the output ¥ is unique to the
combination of X and K.

3. **Transmission**: Alice then sends both the original message X and the signature ¥ to Bob.

Upon receiving the message and the signature, Bob needs to verify the authenticity of the message. This is
accomplished using a verification function, denoted as VER. The verification process involves the following
steps:

K

1. **Verification Function**: Bob uses a public key “*pPub corresponding to Alice's private key A and applies the

verification function to X and Y":
VER(KP.UJ, X.Y)

The verification function checks whether the signature Y is valid for the message X given the public key KP'“J.

2. **Qutcome**: If the verification function returns true, Bob can be confident that the message X was indeed
signed by Alice and has not been altered. If it returns false, the signature is invalid, indicating potential
tampering or forgery.

In contrast to the physical world, where signatures are often accepted at face value without rigorous
verification, digital signatures require a systematic verification process to ensure their validity. This is
particularly important in the digital domain, where the risk of forgery and tampering is significantly higher.

The verification function, VER, is an essential component of the digital signature scheme. It ensures that the
signature is authentic and that the message has not been altered since it was signed. This process not only
enhances security but also builds trust in digital communications.

Digital signatures provide a robust mechanism for authenticating and verifying digital documents. By leveraging
cryptographic algorithms and key pairs, they ensure that only the intended signer can generate a valid
signature and that any recipient can verify its authenticity. This makes digital signatures a fundamental tool in
securing digital communications and transactions.

In digital signatures, the verification process requires both the original message and the corresponding
signature, along with a cryptographic key. The verification function's output is binary, indicating either the
validity or invalidity of the signature. This output is a single bit of information, representing a "go" (true) or "no
go" (false) result. Despite often involving complex arithmetic operations, such as those used in RSA (Rivest-
Shamir-Adleman) cryptography, the verification's final output remains binary.

To formally express this, if ¥ is a valid signature, the verification function returns true; otherwise, it returns
false. This simplicity contrasts with encryption, where the entire message is encrypted, resulting in a ciphertext
that can be extensive, such as 2048 bits in RSA. In digital signatures, the focus is solely on determining the
authenticity of the signature, yielding only one bit of information.

This foundational concept is crucial but not exhaustive. There are additional details to consider, which will be
discussed subsequently. Now, it is essential to understand the broader context and objectives of digital
signatures and related cryptographic algorithms.
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Cryptographic algorithms serve various purposes beyond mere encryption. These purposes are encapsulated in
what are termed "security services." Security services are the objectives of a security system, and several such
services exist, though not all are equally significant in practice. The four most critical security services are
confidentiality, integrity, authentication, and non-repudiation.

1. ¥**Confidentiality**: This service ensures that information is accessible only to those authorized to view it. It is
achieved through encryption, where data is transformed into an unreadable format for unauthorized parties.
Both symmetric and asymmetric encryption techniques can be employed to maintain confidentiality. For
instance, a message sent over an insecure channel can be encrypted, ensuring that only the intended recipient
can decrypt and read it.

2. *¥*Integrity**: Integrity guarantees that the information has not been altered during transmission. This can be
ensured through cryptographic hash functions, which produce a fixed-size hash value from the input data. Any
change in the data results in a different hash value, enabling the detection of alterations.

3. **Authentication**: This service verifies the identity of the entities involved in communication. Digital
signatures play a crucial role in authentication, as they confirm the origin of the message. A valid digital
signature assures the recipient that the message was indeed sent by the claimed sender.

4. *Non-repudiation**: Non-repudiation prevents an entity from denying the authenticity of their signature on a
document or the sending of a message. Digital signatures ensure that the sender cannot later deny having sent
the message, as the signature uniquely binds the sender to the message.

These security services form the backbone of secure communication systems, ensuring that data remains
confidential, unaltered, authenticated, and undeniable by the sender. Understanding these services and their
implementation through cryptographic algorithms is fundamental to advanced classical cryptography and
cybersecurity.

In the context of digital signatures within cybersecurity, it is essential to understand the various security
services they provide. One critical aspect to consider is confidentiality. When examining whether a given
protocol ensures confidentiality, it is important to recognize that if the message is transmitted in clear text,
confidentiality is not maintained. However, this lack of confidentiality is not necessarily problematic if the goal is
not to keep the message secret but to achieve other objectives such as proof of sender authenticity.

The primary goal of digital signatures is to provide proof of sender authenticity, ensuring that the recipient can
verify the sender's identity. This is achieved through the use of cryptographic keys. For instance, if Alice sends a
message to Bob, and Bob receives the message along with a signature, Bob can verify the signature using
Alice's public key. If the verification is successful, Bob can be confident that the message indeed originates from
Alice, as only Alice possesses the private key required to generate the valid signature. This concept is analogous
to a signature on a diploma, which certifies that the document is genuinely issued by an institution.

Beyond sender authenticity, digital signatures also ensure message integrity. Message integrity means that the
message has not been altered during transmission. For example, if Alice signs a message and an adversary,
Oscar, attempts to modify the message, the integrity check will fail. This failure occurs because the signature
generated with the original message does not match the altered message. In cryptographic terms, even a minor
change in the message, such as flipping a single bit, will result in a verification failure due to the properties of
the underlying cryptographic algorithms like RSA. This ensures that any unauthorized modifications to the
message can be detected.

To illustrate, consider an electronic contract or a bank transaction where altering even a single bit can have
significant consequences, such as changing a transfer amount from 100 euros to 1000 euros. If Oscar attempts
to alter the message, Bob's verification algorithm will detect the discrepancy because the signature corresponds
to the original message, not the altered one. This mechanism provides robust protection against tampering,
ensuring the integrity of the transmitted data.

Comparatively, traditional analog signatures on paper do not offer the same level of data integrity protection.
For instance, altering a handwritten grade on a report card from 68% to 88% would not be detectable through
the signature alone. In contrast, digital signatures provide a higher level of security by ensuring that any
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modification to the signed data is easily detectable.

Digital signatures play a crucial role in ensuring sender authenticity and message integrity within digital
communications. They provide a reliable method for verifying the origin of a message and detecting any
unauthorized alterations, thereby enhancing the overall security of data transmission.

In the context of cybersecurity and advanced classical cryptography, digital signatures play a crucial role in
ensuring the integrity and authenticity of messages. Digital signatures provide several security services,
including message authentication and message integrity. These services are particularly significant in
applications such as electronic commerce, where transactions need to be securely validated.

When purchasing goods online, such as a book or a car, the integrity and authenticity of the transaction must be
ensured. For instance, if an individual orders a book from an online retailer, the process typically involves
placing an order and possibly returning the book if it is no longer desired. The retailer's policy might allow for a
return and refund, which is straightforward for low-value items.

However, the scenario becomes more complex with high-value items, such as a car. Consider a situation where
an individual, Alice, orders a customized car from a dealer like Volkswagen. Alice configures the car with specific
features and digitally signs the order using a cryptographic algorithm. This digital signature ensures that the
order is authentic and originates from Alice. Volkswagen, upon receiving the digitally signed order, verifies the
signature to confirm its authenticity and proceeds with manufacturing the car.

Once the car is delivered, if Alice decides she no longer wants the car, perhaps due to a change in personal
circumstances, she may attempt to return it. Unlike low-value items, the return of a high-value item like a car is
not straightforward. Volkswagen would likely refuse the return, citing the significant costs incurred in
manufacturing the customized car, which may not be resellable.

In a legal dispute, Volkswagen would present the digitally signed order as evidence that Alice indeed placed the
order. The digital signature serves as a strong proof of authenticity, as it can only be created by someone
possessing Alice's private key. Alice's potential defense could involve questioning the validity of the digital
signature, suggesting that it might have been forged. However, in the realm of digital signatures, forging a
signature without access to the private key is computationally infeasible, thus making Alice's argument weak.

This scenario highlights the importance of digital signatures in providing non-repudiation, which ensures that
once a transaction is signed, the signer cannot deny having signed it. This is critical in electronic commerce and
other applications where the integrity and authenticity of transactions must be upheld.

Digital signatures are essential in providing message authentication, message integrity, and non-repudiation.
These security services are vital in ensuring the trustworthiness of electronic transactions, particularly in high-
value scenarios where the stakes are significantly higher.

In the realm of cybersecurity, digital signatures play a crucial role in ensuring the authenticity and integrity of
digital communications. One of the key concepts associated with digital signatures is non-repudiation, which is a
security service that prevents an entity from denying the creation of a message.

Non-repudiation is essential in scenarios where it is crucial to establish the origin and receipt of a message. For
instance, consider a situation where a customer interacts with a company like Volkswagen. If a dispute arises
regarding the authenticity of a digital signature, a judge, acting as a neutral third party, may find it challenging
to determine the true origin of the signature. This is because, with symmetric cryptography, both the sender
and the receiver possess the same key, enabling either party to generate a valid signature.

Symmetric cryptography, characterized by the use of the same key for both encryption and decryption,
inherently lacks the capability to provide non-repudiation. In symmetric cryptography, both parties, such as
Alice and Bob, share identical cryptographic capabilities. This means that either party can perform the same
actions, such as signing and verifying messages, making it impossible to definitively prove the origin of a
message.

To overcome this limitation, it is necessary to transition to asymmetric cryptography. Asymmetric cryptography,
also known as public key cryptography, utilizes a pair of keys: a public key and a private key. The public key is
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widely distributed, while the private key is kept secret by the owner. This key pair enables the implementation
of digital signatures that can provide non-repudiation.

In asymmetric cryptography, when Alice signs a message using her private key, the signature can be verified by
anyone possessing her public key. This ensures that only Alice could have generated the signature, thus
providing non-repudiation. Similarly, if Bob receives a message and wants to prove its receipt, he can sign a
receipt acknowledgment with his private key, which can then be verified using his public key.

The Handbook of Applied Cryptography highlights non-repudiation as a primary reason for the adoption of
asymmetric cryptography. While asymmetric cryptography also offers other advantages, such as secure key
exchange, its ability to provide non-repudiation is a significant factor driving its use in digital communications.

To illustrate the concept, consider the following schematic representation of a digital signature process in
asymmetric cryptography:

1. Alice generates a message M.
2. Alice uses her private key ‘K"‘ﬂm' to create a digital signature 5"

S = Sign(Ka,,,, . M)

3. Alice sends the message M along with the signature 5 to Bob.
4. Bob receives M and 5.

5. Bob uses Alice's public key h-"‘meh to verify the signature:

Verify(Ka,,, . M, S)

If the verification is successful, Bob can be confident that the message M was indeed signed by Alice, thus
achieving non-repudiation.

Non-repudiation is a critical security service that ensures the origin and receipt of messages cannot be denied.
While symmetric cryptography falls short in providing non-repudiation due to the shared key nature,
asymmetric cryptography effectively addresses this issue through the use of public and private key pairs. This
transition to asymmetric cryptography is fundamental in establishing trust and accountability in digital
communications.

In the realm of cybersecurity, digital signatures play a crucial role in ensuring the authenticity and integrity of
messages. Digital signatures are a fundamental aspect of public key cryptography, which involves the use of
two keys: a private key and a public key. The private key is kept secret by the owner, while the public key is
distributed widely.

The process begins with the generation of a key pair by a user, referred to as Alice. Alice keeps her private key
confidential and distributes her public key freely. When Alice wants to sign a message, she computes the digital
signature using her private key. This ensures that only she could have generated the signature, as only she
possesses the private key. The signature is then appended to the message, creating a message-signature pair
(X, S), where X is the message and S is the signature.

When the recipient, referred to as Bob, receives the message-signature pair, he uses Alice’s public key to verify
the signature. The verification process involves checking if the signature corresponds to the message using the
public key. The result of this verification is a boolean value: true if the signature is valid, and false if it is not.
This mechanism ensures that the message has not been altered and confirms the identity of the sender.

To illustrate, consider a practical scenario where Alice places an order for a car with Volkswagen. She configures
the car to her specifications and signs the order with her private key before sending it to Volkswagen.
Volkswagen can then verify the order using Alice's public key. If a dispute arises, such as Alice claiming she
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never placed the order, Volkswagen can present the signed order in court. The digital signature, verifiable by
Alice's public key, serves as incontrovertible proof that Alice indeed placed the order, as only she could have
signed it with her private key.

The distribution of public keys is straightforward. Public keys can be made available through various means,
such as websites or public directories. For instance, researchers often publish their public keys on their
institutional websites, making it easy for others to verify digitally signed communications.

Digital signatures provide a robust framework for message authentication. They ensure that messages are not
tampered with during transmission and authenticate the sender's identity. Unlike symmetric key cryptography,
where both the sender and receiver share the same key, public key cryptography allows for a clear separation
of roles. The sender uses a private key to sign messages, and the receiver uses a public key to verify them. This
separation enhances security, as the private key remains confidential to the sender.

In contrast to digital signatures, symmetric key cryptography uses the same key for both encryption and
decryption. This approach is employed in message authentication codes (MACs), which are widely used in
secure web connections. However, MACs are beyond the scope of this discussion and will be addressed
separately.

Digital signatures are an essential component of modern cryptographic systems, providing a secure method for
verifying the authenticity and integrity of messages. By leveraging public key cryptography, digital signatures
enable secure and verifiable communication, ensuring that only the intended sender could have signed the
message and that the message has not been altered.

In the context of digital signatures, it is essential to understand the underlying cryptographic mechanisms that
ensure the authenticity and integrity of a message. One of the most prominent examples of such a mechanism
is the RSA digital signature scheme.

The RSA digital signature protocol begins with the setup phase in public key cryptography. This phase involves
cgmputing a key pair: a public key and a private key. For instance, Alice generates her private key, denoted as

private, Alice, which includes a parameter . This process involves Euler's phi function and the selection of two
random primes. Subsequently, Alice computes her public key, which consists of the modulus n and the public
exponent e.

Once the key pair is established, the RSA digital signature protocol can be executed. Alice, who wants to sign a

message X, uses her private key to compute the signature 5. The computation of the signature involves raising
the message X to the power of her secret exponent :

S=X"% modn

Alice then sends the message X along with the signature 5 to Bob. It is crucial to send both the message and
the signature together, as the signature alone would be meaningless.

Upon receiving X and 5, Bob's task is to verify the authenticity of the signature. Bob uses Alice's public key to
perform this verification. He computes .5 raised to the power of the public exponent e:

X'=58" modn

The result X' should match the original message X. If X' equals X, then the signature is valid. Otherwise, it is
invalid. This verification process can be summarized as:
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If X' = X, then the signature is valid.
If X' # X, then the signature is invalid.

To understand why this verification works, consider the mathematical proof of correctness. Bob computes 5°,
where S is X%, Therefore:

S°=(X"° modn
5= X% modn

According to the properties of RSA, the exponents d and e are chosen such that de =1 mod :p[n] where
@(1) is Euler's totient function. Thus:

X%* =X modn

This equation shows that the result of 5S¢ is indeed the original message X, confirming the validity of the
signature.

The RSA digital signature scheme ensures that a message signed with a private key can be verified by anyone
possessing the corresponding public key. This process guarantees the authenticity and integrity of the message,
making it a fundamental component of secure communications.

In the realm of cybersecurity, digital signatures play a crucial role in ensuring the integrity, authenticity, and
non-repudiation of electronic communications. These security services are inherent in RSA encryption, a widely
used cryptographic algorithm.

Consider a scenario involving the integrity of a digital message. If an adversary, often referred to as Oscar,
intercepts and alters a message by flipping the most significant bit (MSB), the consequences can be severe. For
instance, in an electronic bank transfer, altering the MSB could drastically change the transaction amount.
When the recipient, Bob, verifies the message, he compares the altered message (X') with the original message
(X). If the integrity check fails, it indicates that the message has been tampered with, as X' does not match X.

Digital signatures also ensure sender authenticity. If Bob successfully verifies the signature, he can be confident
that the message originated from Alice, as only Alice possesses the correct private key required to generate the
signature. This process is fundamental to confirming the sender's identity.

Non-repudiation is another critical aspect of digital signatures. In the event of a dispute, Alice cannot deny
having sent the message, as the signature uniquely links the message to her private key. This feature is
particularly important in legal contexts, where proving the origin of a message can be crucial.

From a computational perspective, the process of signing a message involves specific algorithms. When Alice
signs a message, she computes X% mod N, where E is the public exponent and N is the modulus. The
square and multiply algorithm is typically used for this exponentiation, although it is computationally intensive.
For instance, if performing an Advanced Encryption Standard (AES) operation takes one millisecond, RSA signing
might take approximately one second due to the higher computational complexity.

Verification, on the other hand, involves computing XP mod N, where D is the private exponent. Although
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this process also involves exponentiation, optimizations can significantly speed it up. In practice, the public
exponent F is often chosen to be a small value, such as 3 or 216 4 1, which requires only 17 bits. This reduces
the number of bits that need to be processed during exponentiation, making verification much faster. As a
result, verification can approach the speed of symmetric cryptographic operations like AES.

It is worth noting that this disparity in speed between signing and verification is specific to RSA. In contrast,
elliptic curve cryptography (ECC) offers more balanced performance, with both signing and verification
operations being roughly equal in speed. However, RSA remains prevalent due to its established use and the
availability of optimizations that enhance verification speed.

Digital signatures provide essential security services, including integrity, authenticity, and non-repudiation. The
computational aspects of these operations, particularly in RSA, highlight the trade-offs between security and
performance, with optimizations playing a key role in practical implementations.
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EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY DIDACTIC MATERIALS
LESSON: DIGITAL SIGNATURES
TOPIC: ELGAMAL DIGITAL SIGNATURE

Welcome to the second week of the topic of digital signatures. In the previous week, we provided an
introduction to digital signatures and discussed security services. Today's lecture is a continuation of last week's
material. The main focus of today's lecture is an attack against RSA digital signatures and the Elgamal digital
signature scheme.

Firstly, let's discuss the attack against RSA digital signatures. Unlike attacks such as factoring, which can be
easily protected against by choosing large moduli, this attack is built into many digital signatures. It is known as
the existential forgery attack against RSA digital signatures. The attack exploits a construction called "exists
tensho" or "existential forgery". It is interesting to see the implications of this attack on the construction we
discussed last week.

To understand the attack, let's revisit the protocol. The RSA digital signature scheme is similar to a regular RSA
encryption scheme. Bob computes a public key consisting of the modulus N and the public exponent E. He
keeps the private exponent secret. Bob openly distributes his public key over the channel. To sign a message X,
Bob raises it to his private exponent and sends the message and signature over the channel. Upon receiving the
message and signature, Alice verifies the signature by raising it to the private key power and checking if it
matches the original message.

Now, let's explore what an attacker, named Oscar, can do in this protocol. Oscar's goal is to generate a message
with a valid signature, without tampering with the original message. For example, Oscar may want to generate
a fake message instructing a bank to transfer funds from one account to another. Oscar's attack is an existential
forgery attack, where he generates a message and signature pair that appears valid.

To execute the attack, Oscar follows these steps:

1. Oscar chooses a signature S from the set of numbers modulo N.

2. Oscar computes X = S™E mod N, where E is the public exponent obtained from Bob's website.
3. Oscar sends X and S to Alice.

If Alice does not detect the attack, she will consider the message and signature pair valid. This allows Oscar to
create a message with a valid signature, potentially causing harmful actions.

The attack against RSA digital signatures, known as the existential forgery attack, exploits the construction of
the RSA digital signature scheme. By generating a message and signature pair, an attacker can create a
seemingly valid message with a signature. This attack highlights the importance of carefully verifying digital
signatures to prevent unauthorized actions.

Digital signatures are an essential component of modern cryptography, providing a means to verify the
authenticity and integrity of digital messages. One widely used digital signature scheme is the Elgamal digital
signature scheme. In this scheme, a sender, let's call her Alice, generates a digital signature for a message and
sends it to the recipient, Bob. The recipient can then verify the signature to ensure that the message indeed
came from Alice and has not been tampered with.

To understand how the Elgamal digital signature scheme works, let's break it down into its key steps. First, Alice
generates a pair of keys: a private key and a corresponding public key. The private key is kept secret and is
used for signing messages, while the public key is made available to anyone who wants to verify Alice's
signatures.

To create a digital signature for a message, Alice follows these steps:

1. She computes a random number, let's call it "k".

2. She computes a value called "r" by raising a fixed generator "g" to the power of "k" modulo a large prime
number "p".

3. She computes another value called "s" by taking the inverse of "k" modulo "p-1" and multiplying it with the
difference between the message's hash value and the product of Alice's private key and "r" modulo "p-1".
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4. The digital signature for the message is the pair of values (r, s).

Now, when Bob receives the digital signature along with the message, he can verify its authenticity by following
these steps:

1. Bob computes a value called "v" by raising Alice's public key to the power of the message's hash value
modulo "p".

2. He computes another value called "w" by raising "r" to the power of "s" modulo "p".

3. Finally, Bob checks if "v" is equal to "w". If they are equal, the signature is valid; otherwise, it is not.

It is important to note that the Elgamal digital signature scheme provides a strong level of security, as it relies
on the computational hardness of certain mathematical problems. However, like any cryptographic scheme, it
has its limitations. One limitation is that it is vulnerable to a specific attack known as the Z8X attack.

In the Z8X attack, an adversary, let's call him Oscar, can generate a valid signature for a message without
knowing Alice's private key. This is achieved by carefully choosing the values of "r" and "s" in such a way that
the verification process succeeds. Oscar exploits the fact that the message's hash value is raised to a fixed
exponent, which cannot be directly controlled.

To mitigate this attack, additional countermeasures can be employed. One such countermeasure is to impose
formatting rules on the message, which can be checked during the verification process. By imposing these
rules, the likelihood of generating a valid signature for a malicious message is greatly reduced.

In practice, the Elgamal digital signature scheme is often used in conjunction with other cryptographic protocols
and countermeasures to enhance its security. It is crucial to understand that the basic principles of Elgamal
cryptography are important to grasp, but in real-world scenarios, modifications and additional precautions are
necessary to ensure its effectiveness.

The Elgamal digital signature scheme provides a means for verifying the authenticity and integrity of digital
messages. By following a series of steps, a sender can generate a digital signature, and a recipient can verify its
validity. However, it is important to be aware of certain limitations and potential attacks, such as the Z8X
attack, and to employ suitable countermeasures to enhance the security of the scheme.

In the study of advanced classical cryptography, one important topic is digital signatures. In this didactic
material, we will focus on the Elgamal digital signature scheme.

To understand the Elgamal digital signature scheme, let's first discuss the concept of preventing certain attacks
using specific X values. We can restrict the X values that are allowed, ensuring that only certain X values are
permitted. This prevents potential attacks. For instance, we can use a formatting rule where the payload,
denoting the actual message (e.g., an email or a PDF file), is limited to a certain length, such as 900 bits out of a
total of 1024 bits. The remaining bits are used for padding, which is an arbitrary bit pattern. In this example, we
choose to have 124 trailing ones as the padding. This formatting rule adds an extra layer of security but comes
at the cost of not utilizing all the available bits.

Now, let's consider the problem that arises when an adversary, Oscar, computes random values for RX, which
are 1024-bit values. We can analyze the probability of the least significant bit (LSB) being a 1. Intuitively, we
might expect a 50% chance. However, when Oscar raises RX to the power of the public key (e), mod n, he
obtains a random output. If the output is 1, he can choose a new RX and repeat the process. On average, it
takes two trials to generate a 1. Extending this logic, to generate a specific bit pattern, such as 124 trailing
ones, Oscar would need to generate an average of 27124 different RX values. This number is astronomically
large, similar to the estimated number of atoms on Earth.

It is worth mentioning that the padding scheme described here is a simplified example. In real-world scenarios,
padding schemes are more complex. For further details, refer to the textbook.

Moving on to the second chapter, we will now explore the Elgamal digital signature scheme. In the previous
chapters, we covered public key encryption and the RSA algorithm. Now, we will focus on the discrete logarithm-
based Elgamal digital signature scheme.
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In the setup phase of the Elgamal digital signature scheme, we need a cyclic group where the discrete logarithm
problem resides. To achieve this, we select a large prime number, denoted as 'p'. Additionally, we choose a
primitive element, 'alpha’, which generates the entire cyclic group.

The Elgamal digital signature scheme involves two main steps: key generation and signature generation.

During the key generation step, the signer, let's call them Alice, selects a private key 'd' randomly from the set
{1, 2, ..., p-2}. Alice then computes her public key 'y' as y = alpha”™d mod p.

To generate a digital signature, Alice follows these steps:

1. Alice selects a random value 'k' from the set {1, 2, ..., p-2}.

2. Alice computes r = alpha”k mod p.

3. Alice computes the hash value of the message she wants to sign, denoted as 'H(m)".

4. Alice computes s = (H(m) - d*r) * k™(-1) mod (p-1), where k™~(-1) is the modular multiplicative inverse of k
modulo (p-1).

5. The digital signature is the pair (r, s).

To verify the signature, the verifier, let's call them Bob, follows these steps:

. Bob receives the message, the digital signature (r, s), and Alice's public key 'y'.

. Bob computes the hash value of the message, denoted as 'H(m)'.

. Bob computes w = s™(-1) mod (p-1), where s~ (-1) is the modular multiplicative inverse of s modulo (p-1).
. Bob computes ul = H(m) * w mod (p-1) and u2 = r * w mod (p-1).

. Bob computes v = (alpha”ul * y"~u2 mod p) mod p.

. If vis equal to r, the signature is valid. Otherwise, it is invalid.

Ok WN B

The Elgamal digital signature scheme provides a way for Alice to sign messages using her private key and for
Bob to verify the authenticity of the signatures using Alice's public key.

In the context of classical cryptography, one important concept is the discrete logarithm problem. This problem
involves finding the exponent in a given setting, where we have a public key (X) and a private key (Y). The
difficulty lies in computing this logarithm, making it a challenging task. In the case of digital signatures using
Elgamal, the private key is denoted as "D" and the public key as "alpha". The setup phase involves generating
the private key by subtracting "D" from a designated element "G". The public key consists of a triple, including
the actual public key and certain parameters.

Elgamal digital signatures differ from Elgamal encryption in that they involve two public keys. One is the long-
term public key denoted as "beta", while the other is unique to each message. The latter is referred to as a
temporary private key and is used in conjunction with a temporary public key. The signing process becomes
more complex, as it requires an ephemeral key denoted as "K sub_e" specific to each message. This ephemeral
key must satisfy the condition that its greatest common divisor with "P-1" is equal to one.

To compute the signature, the parameter "E" is calculated as "alpha" raised to the power of "K_e" modulo "P".
The second part of the signature, denoted as "Z", is obtained by multiplying the difference between "S" and "D"
with "R" and the inverse of "K". Unlike previous signatures, which consisted of a single value, Elgamal digital
signatures involve multiple 24-bit values.

To verify the signature, the recipient (Alice) computes an auxiliary parameter "T" using the public key "beta"
raised to the power of eight multiplied by "R" raised to the power of eight modulo "P". Alice then checks if "T" is
congruent to "alpha" raised to the power of "X" modulo "P". If the congruence holds, the signature is deemed
valid; otherwise, it is considered invalid.

Elgamal digital signatures in classical cryptography involve the use of discrete logarithms and multiple public
keys. The signing process requires ephemeral keys specific to each message, and the resulting signature
consists of multiple 24-bit values. Verification involves computing an auxiliary parameter and checking for
congruence with the original public key.

Digital signatures play a crucial role in ensuring the authenticity and integrity of digital documents. One widely
used digital signature scheme is the Elgamal digital signature scheme. In this scheme, the signer generates a
pair of keys: a private key and a corresponding public key. The private key is kept secret, while the public key is
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shared with others.

To create a digital signature, the signer follows a specific process. First, the signer computes a random value,
denoted as "r." Then, the signer calculates a value called "R," which is equal to the public key raised to the
power of "r." Next, the signer computes a value called "e," which is derived from the message being signed.
Finally, the signer calculates the signature value "s" using the formula s = (e - x*r) * (r™-1) mod (p-1), where "x"
is the signer's private key, "p" is a prime number, and "r~-1" is the modular inverse of "r'" modulo (p-1).

To verify the digital signature, the verifier performs the following steps. First, the verifier computes a value
called "v," which is equal to the public key raised to the power of "s" multiplied by "R" raised to the power of
"e." Then, the verifier checks whether "v" is equal to "R" raised to the power of "x" modulo "p." If the equality
holds, the signature is considered valid; otherwise, it is considered invalid.

The proof of correctness for the Elgamal digital signature scheme involves substituting values and applying
mathematical principles. By substituting the values used in the signature generation process and applying
modular arithmetic properties, it can be shown that the verification equation holds true. This provides assurance
that the signature verification process is correct when the signature is constructed using the prescribed method.

It is worth noting that the bit length of the signature parameters "R" and "s" in the Elgamal digital signature
scheme is twice the bit length of the signed message, which may not be ideal in terms of efficiency. However,
this is a trade-off that is acceptable considering the security provided by the scheme.

The Elgamal digital signature scheme is a widely used cryptographic technique for providing digital signatures.
By following a specific process and applying mathematical principles, the scheme ensures the authenticity and
integrity of digital documents. Understanding the proof of correctness for this scheme is essential for ensuring
the proper implementation and verification of digital signatures.

Digital signatures are an important aspect of cybersecurity, as they provide a means to verify the authenticity
and integrity of digital messages. One commonly used digital signature algorithm is the Elgamal digital
signature.

To understand the Elgamal digital signature, let's first look at the concept of a digital signature. A digital
signature is a mathematical scheme that verifies the authenticity of a digital message. It involves the use of
cryptographic techniques to generate a unique signature for each message.

The Elgamal digital signature algorithm is based on the Elgamal encryption scheme, which is a public-key
encryption algorithm. In the Elgamal digital signature, the signer generates a pair of keys: a private key and a
public key. The private key is kept secret and used to generate the digital signature, while the public key is
shared with others to verify the signature.

The process of generating an Elgamal digital signature involves several steps. First, the signer selects a large
prime number, typically with a length of 2048 bits, as the modulus for the encryption scheme. This prime
number is used to define the size of the keys and the length of the signature.

Next, the signer generates a random number, known as the ephemeral key, for each message to be signed. The
ephemeral key is used in the signature generation process and must be unique for each message. Reusing the
ephemeral key for multiple messages can lead to vulnerabilities and compromises the security of the digital
signature.

The signature generation process involves raising the ephemeral key to a power modulo the prime number. This
computation, known as exponentiation, is computationally intensive and requires significant computational
resources. Additionally, the signer must perform other computations, such as modular multiplications and
inversions, to generate the final signature.

It is important to note that the length of the signature is directly proportional to the length of the prime number
used in the encryption scheme. Longer prime numbers result in longer signatures. While longer signatures may
be acceptable for certain applications, they can pose challenges for devices with limited computational
capabilities or bandwidth constraints.
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The Elgamal digital signature algorithm is widely used and serves as the basis for other popular digital signature
algorithms, such as the Digital Signature Algorithm (DSA). DSA is commonly used in various applications,
including secure communication protocols and digital certificates.

The Elgamal digital signature algorithm is a widely used cryptographic technique for verifying the authenticity
and integrity of digital messages. It involves the generation of unique signatures using a private key and the
verification of these signatures using a corresponding public key. However, it is crucial to ensure the uniqueness
of the ephemeral key for each message to maintain the security of the digital signature.

In classical cryptography, digital signatures play a crucial role in ensuring the authenticity and integrity of digital
messages. One widely used digital signature scheme is the Elgamal digital signature scheme. In this scheme, a
private key is used to generate a signature, and a corresponding public key is used to verify the signature.

To understand the Elgamal digital signature scheme, let's consider an example. Suppose we have two parties,
Alice and Bob. Bob wants to send a message to Alice and wants to ensure that the message is not tampered
with during transmission. To achieve this, Bob uses the Elgamal digital signature scheme.

First, Bob generates a pair of keys - a private key (D) and a public key (P, alpha, beta). The public key is shared
with Alice, while the private key is kept secret. The private key D is an integer, and the public key consists of
three integers - P, alpha, and beta.

To sign a message, Bob follows a series of steps. He selects a random integer k and computes two values - r
and s. The value r is computed as alpha raised to the power of k modulo P. The value s is computed as (k™~(-1) *
(hash(message) - D * r)) modulo (P-1), where hash(message) is the hash value of the message.

Bob then sends both r and s along with the message to Alice. Upon receiving the message, Alice can verify the
signature by performing the following calculations. She computes two values - u and v. The value u is computed
as (beta”r * r~s) modulo P. The value v is computed as alpha”(hash(message)) modulo P.

If uis equal to v, then the signature is valid, indicating that the message has not been tampered with during
transmission.

Now, let's consider the security of the Elgamal digital signature scheme. It is important to note that the security
of this scheme relies on the secrecy of the private key D. If an attacker, let's call him Oscar, can somehow
obtain the private key D, he can forge valid signatures and impersonate Bob.

To illustrate this, let's assume that Oscar has intercepted a message signed by Bob. Oscar knows the public key
(P, alpha, beta) and the signature (r, s). Oscar's goal is to compute the private key D.

Oscar can compute the private key D by using the equation D = (hash(message) - s * r~(-1)) * k modulo (P-1).
This equation can be derived from the calculations performed by Bob during the signature generation.

Once Oscar has the private key D, he can generate valid signatures for any message, impersonating Bob. This
highlights the importance of keeping the private key secret and not reusing the ephemeral key k.

To prevent such attacks, it is crucial to generate a new ephemeral key k for each signature. Additionally, the
Elgamal digital signature scheme should not reuse the same ephemeral key k for different messages.

The Elgamal digital signature scheme is a widely used classical cryptography scheme for ensuring the
authenticity and integrity of digital messages. However, it is important to generate a new ephemeral key for
each signature and not reuse the same key. This prevents attacks that can lead to the compromise of the
private key and the ability to forge valid signatures.

In classical cryptography, digital signatures play a crucial role in ensuring the authenticity and integrity of digital
messages. One widely used digital signature scheme is the Elgamal digital signature scheme. In this scheme, a
signer generates a pair of keys: a private key and a corresponding public key. The private key is kept secret,
while the public key is made available to anyone who wants to verify the signatures.

To create a digital signature using the Elgamal scheme, the signer follows these steps:
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1. Compute R and s: The signer selects a random value R and computes s such that a specific check equation
holds. This equation ensures that the signature is valid and can be verified by anyone using the signer's public
key.

2. Compute the message: Once the signature is computed, the signer computes the message value X, which is
equal to s times a parameter | modulo P-1. This message, along with R and s, is sent to the recipient.

3. Verification: The recipient, who has access to the signer's public key, performs the verification process to
ensure the authenticity of the message. The recipient computes a value called T, which is equal to beta raised
to the power of R times R raised to the power of s modulo P. Beta is a parameter obtained from the signer's
public key. The recipient then checks if T is equal to alpha raised to the power of X modulo P, where alpha is
another parameter obtained from the public key.

If T is equal to alpha raised to the power of X modulo P, the recipient concludes that the signature is valid.
Otherwise, the signature is considered invalid.

The Elgamal digital signature scheme provides a way to ensure the integrity and authenticity of digital
messages. However, it is important to note that this scheme is susceptible to attacks, such as existential
forgery, where an attacker can create a valid-looking signature without knowing the private key.

The Elgamal digital signature scheme is a widely used cryptographic scheme that allows for the creation and
verification of digital signatures. It provides a way to ensure the authenticity and integrity of digital messages.
However, it is important to be aware of the potential vulnerabilities and attacks that can compromise the
security of this scheme.

Digital signatures play a crucial role in ensuring the authenticity and integrity of digital messages. One widely
used digital signature scheme is the Elgamal digital signature.

The Elgamal digital signature scheme is based on the Diffie-Hellman key exchange protocol and is named after
its creator, Taher Elgamal. It provides a way for the signer to generate a digital signature using their private
key, which can then be verified by anyone using the corresponding public key.

In the Elgamal digital signature scheme, the signer first generates a pair of keys: a private key and a public key.
The private key is kept secret and is used for signing messages, while the public key is made available to
anyone who wants to verify the signatures.

To generate a digital signature for a message, the signer randomly selects a secret value, typically denoted as
"k". Using this secret value, the signer computes two values: "r" and "s". The value "r" is calculated as the
modular exponentiation of a generator value raised to the power of "k". The value "s" is calculated as the
modular multiplication of the inverse of the signer's private key multiplied by the sum of the message's hash
value and the product of the secret value "k" and the signer's private key.

The resulting pair of values ("r" and "s") forms the digital signature for the message. The signer then sends the
message along with the digital signature to the recipient.

To verify the digital signature, the recipient uses the signer's public key to compute two values: "w" and "v".
The value "w" is calculated as the modular exponentiation of a generator value raised to the power of the
message's hash value. The value "v" is calculated as the modular multiplication of the modular exponentiation
of the public key raised to the power of "r" and the modular exponentiation of the generator value raised to the
power of "s".

If the calculated value of "v" matches the value of "w", then the digital signature is considered valid. Otherwise,
it is considered invalid.

The Elgamal digital signature scheme provides a way for the signer to generate valid signatures for any
message, without the need to control the message itself. This property makes the scheme resistant to forgery,
as the signer cannot generate a valid signature for a different message without knowing the secret value "k".
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The Elgamal digital signature scheme is a powerful cryptographic technique that allows for the generation and
verification of digital signatures. It provides a way to ensure the authenticity and integrity of digital messages,

making it an essential tool in modern cybersecurity.
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EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY DIDACTIC MATERIALS
LESSON: HASH FUNCTIONS
TOPIC: INTRODUCTION TO HASH FUNCTIONS

Hash Functions - Introduction to hash functions

Hash functions are auxiliary functions used in cryptography. They translate data into a fixed-size output, known
as a hash value or hash code. Hash functions are not used for encryption, but rather in conjunction with other
cryptographic mechanisms. They have various applications, including signatures, message authentication
codes, key derivation, and random number generation.

One important application of hash functions is in digital signatures. In a digital signature protocol, Alice and Bob
exchange public keys. Alice uses a signature function to sign her message X using her private key. She then
sends the message and the signature over the channel to Bob. Bob can verify the authenticity of the message
by using Alice's public key and the signature.

However, there is a limitation when using hash functions in digital signatures. If a hash function like RSA is used,
the length of the message that can be signed is restricted to the size of the hash function's output, typically 256
bytes. This poses a problem when dealing with longer messages, such as PDF files.

To overcome this limitation, an ad hoc approach is often used. The message is divided into blocks, and each
block is individually signed. However, this approach is insecure and impractical for several reasons.

One practical problem is that important attachments at the end of a message may be left unsigned if the
message is divided into blocks. An attacker can exploit this by dropping or interrupting the transmission of
certain blocks, resulting in an incomplete or manipulated signature.

Another issue is the possibility of reordering or exchanging blocks or messages. This can further compromise
the integrity and authenticity of the signature.

Hash functions are crucial in real-world cryptographic implementations. They have various applications,
including digital signatures. However, the limitations of hash functions in signing longer messages require
careful consideration and alternative approaches.

Hash Functions - Introduction to hash functions

In classical cryptography, hash functions play a crucial role in ensuring data integrity, non-repudiation, and
security. Unlike block-level encryption, where the message is treated as a whole, hash functions process
individual messages. However, this approach has its drawbacks.

Firstly, from a security perspective, treating messages individually is not ideal. It leaves room for attacks similar
to those against electronic codebook modes. While the signature may still work on a block level, it lacks the
same level of security when applied to individual messages.

Secondly, from a practical standpoint, using hash functions for long messages can be problematic. For instance,
if a message is one megabyte in size, and the signature can only handle 156 bytes at a time, it would require
one million hours of exponentiation to generate a signature. This would make the process extremely slow and
inefficient.

To address these issues, the solution lies in compressing the message before signing it. This is where hash
functions come into play. By applying a hash function, such as H, to the message, we can compress it into a
shorter form. This compressed output can then be easily signed, reducing the computational burden.

To illustrate this concept, consider a message X, which is a 256-byte PDF file. By feeding this message into the
hash function H, we obtain a shorter output, denoted as Z. The signature operation is then performed on Z,
rather than the entire message. This significantly reduces the computational complexity, as the signature
operation is only performed once on the shorter output.
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This approach forms the basis of the basic protocol for digital signatures with hash functions. In this protocol,
instead of directly signing the message X, we compute the hash output Z using the hash function H. The hash
output Z is then signed using the private key. The message and the signature are sent over as the inputs for
verification. The verification process involves using the public key to verify the signature, along with the hash
output Z.

One important aspect to note is that the message itself is not directly involved in the verification process.
Instead, the verification function requires the signature and the hash output Z. To obtain the hash output Z, the
verifier recomputes the hash function using the received message.

Hash functions are essential in classical cryptography for ensuring data integrity and security. By compressing
messages before signing them, hash functions simplify the signature process and improve efficiency.
Understanding the basic protocol for digital signatures with hash functions is fundamental for anyone interested
in cybersecurity.

Hash Functions - Introduction to hash functions

Hash functions are an essential part of classical cryptography. They are used to transform input data into a
fixed-size output, called a hash value or message digest. In this didactic material, we will explore the basics of
hash functions and their requirements.

The motivation behind using hash functions is to address the limitation of signing long messages. Hash
functions allow us to create a fingerprint or summary of a message, regardless of its length. This fingerprint,
also known as the message digest, serves as a validation or verification process for the message.

The first requirement for hash functions is to support arbitrary input lengths. This means that the hash function
should work with any data length, whether it's a short email or a large file. We want to avoid constraints on the
length of the input data.

On the output side, we need fixed and short output lengths. This is because traditional signing algorithms work
best with shorter outputs. We want to ensure that the hash function generates a fixed-size output, which can be
easily signed and verified.

Another important requirement for hash functions is efficiency. Computationally, hash functions should be fast
and efficient. We don't want to wait for a long time when processing large amounts of data. Speed is crucial,
especially when dealing with software applications.

In addition to these requirements, there are two more requirements related to security. The first one is called
preimage resistance. It means that given a hash value, it should be computationally infeasible to find the
original input that produced that hash value. This ensures that the hash function is secure against reverse
engineering and finding the original data from its hash value.

The second requirement is called collision resistance. It means that it should be extremely difficult to find two
different inputs that produce the same hash value. This property ensures that it is highly unlikely for two
different messages to have the same hash value, which would compromise the integrity of the hash function.

Hash functions are essential tools in classical cryptography. They provide a way to create a fixed-size summary
or fingerprint of input data. Hash functions should support arbitrary input lengths, have fixed and short output
lengths, be efficient in computation, and have preimage and collision resistance properties for security.

Hash Functions - Introduction to Hash Functions

Hash functions are an essential component of classical cryptography. They provide a way to transform data of
arbitrary size into a fixed-size output, known as the hash value or hash code. In this didactic material, we will
explore the concepts of preimage resistance, second preimage resistance, and collision resistance in hash
functions.

Preimage resistance, also known as one-wayness, refers to the property that it should be computationally
infeasible to determine the original input data from its hash output. In other words, given a hash value, it should
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be impossible to compute the original input. This property is crucial for various applications, such as key
derivation and digital signatures.

Second preimage resistance, on the other hand, ensures that it is difficult to find a different input that produces
the same hash value as a given input. This property is important in scenarios where an attacker intercepts a
message and attempts to modify it without being detected. For example, if a message instructs a bank to
transfer 10 euros, an attacker should not be able to change the amount to 10000 euros without the change
being detected.

Collision resistance is the property that two different inputs should not produce the same hash value. In other
words, it should be difficult to find two inputs that collide, meaning they produce identical hash values. This
property is crucial in preventing malicious actors from creating fraudulent data that has the same hash value as
legitimate data.

To understand the importance of collision resistance, let's consider a scenario where an attacker, Oscar,
intercepts a message from Bob to a bank, requesting a transfer of 10 euros. Oscar wants to change the
message to request a transfer of 10000 euros without being detected. If Oscar can find two different inputs, X1
and X2, that produce the same hash value, he can replace the original message with X2, which requests the
larger transfer amount. If the hash values of X1 and X2 are the same, the bank's verification process will not
detect the fraudulent change.

It is important to note that the hash function operates on the hash output, not the original message itself. This
means that if an attacker can manipulate the hash value, they can potentially bypass the verification process.
Therefore, it is crucial to have hash functions that possess second preimage resistance and collision resistance
to prevent such attacks.

Hash functions play a vital role in classical cryptography by transforming data into fixed-size hash values.
Preimage resistance ensures that it is computationally infeasible to determine the original input from its hash
output. Second preimage resistance prevents finding a different input with the same hash value. Collision
resistance ensures that it is difficult to find two inputs that produce the same hash value. These properties are
essential for maintaining the integrity and security of cryptographic systems.

Hash Functions - Introduction to hash functions

In classical cryptography, hash functions play a crucial role in ensuring data integrity and security. A hash
function is a mathematical function that takes an input (or message) and produces a fixed-size output called a
hash value or digest. This hash value is unique to the input data, meaning that even a small change in the input
will result in a completely different hash value.

The purpose of a hash function is to provide a way to verify the integrity of data. By comparing the hash values
of two sets of data, we can quickly determine if they are identical or not. If the hash values match, we can be
confident that the data has not been tampered with. Hash functions are widely used in various applications,
including digital signatures, password storage, and data integrity checks.

However, it is important to note that hash functions are not foolproof. In some cases, it is possible to find two
different inputs that produce the same hash value. This is known as a collision. Collisions are undesirable
because they can be exploited by malicious actors to create fake data or alter the integrity of the original data.

One example of a collision attack is the "Article X" scenario. In this scenario, Bob is tricked by Oscar into signing
a document with a specific hash value (X1). However, Oscar intercepts the document and replaces it with a
different one that has the same hash value (X1). When Alice, who knows Bob's public key, verifies the
document, she unknowingly accepts the fake document as genuine.

To prevent collision attacks, hash functions need to be designed in a way that makes it extremely difficult to
find two inputs that produce the same hash value. The strength of a hash function lies in its resistance to
collision attacks. A stronger hash function will have a lower probability of collisions.

It is worth noting that collision attacks are more challenging to prevent than other types of attacks, such as
second preimage attacks. In a collision attack, the attacker aims to find any two inputs that produce the same
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hash value, while in a second preimage attack, the attacker aims to find a specific input that produces the same
hash value as a given input. Collision attacks are generally more powerful and can cause significant security
issues.

The topic of hash functions is an active and evolving field in cybersecurity. The development of new hash
functions is an ongoing process, with the aim of creating stronger and more secure algorithms. The
cybersecurity community is actively working on creating new hash functions that are resistant to collision
attacks.

Hash functions are fundamental tools in classical cryptography that ensure data integrity and security.
However, they are not immune to collision attacks, which can compromise the integrity of data. The
development of stronger hash functions is an ongoing process in the cybersecurity community to address this
issue.

A hash function is a fundamental concept in classical cryptography. It is a mathematical function that takes an
input and produces a fixed-size output, known as the hash value or hash code. In this didactic material, we will
explore the concept of hash functions and their significance in cybersecurity.

Hash functions are designed to be one-way functions, meaning that it is computationally infeasible to reverse-
engineer the input from the output. This property makes them useful for various applications, such as data
integrity verification, password storage, and digital signatures.

One important aspect of hash functions is the possibility of collisions. A collision occurs when two different
inputs produce the same hash value. It is important to note that collisions are inevitable due to the nature of
hash functions. This is because the input space, which represents all possible inputs, is much larger than the
output space, which represents all possible hash values.

To illustrate this concept, let's consider an analogy. Imagine a drawer with a finite number of compartments and
a larger number of socks. If there are more socks than compartments, it is guaranteed that at least one
compartment will contain multiple socks. This analogy represents the concept of collisions in hash functions.

There are two terms commonly used to describe this phenomenon. The first is the "pigeonhole principle," which
states that if there are more pigeons than available pigeonholes, there must be at least one pigeonhole with
multiple pigeons. The second term is the "birthday paradox," which refers to the counterintuitive fact that in a
group of just 23 people, there is a 50% chance that two people share the same birthday.

Given that collisions are unavoidable, the focus shifts to making collisions difficult to find. This is where the
strength of a hash function lies. A secure hash function should make it computationally impractical to find two
inputs that produce the same hash value.

Attackers can attempt to find collisions by manipulating the input in various ways. For example, they can add or
modify characters in the message while maintaining its semantic meaning. They can also take advantage of
unused bits in character encodings or introduce invisible characters to generate multiple variations of the same
message.

However, it is important to note that finding collisions in a secure hash function is a complex task that requires
significant computational resources. The complexity increases exponentially with the size of the hash output.

Hash functions play a crucial role in cybersecurity by providing a means to verify data integrity and secure
sensitive information. While collisions are inevitable, the challenge lies in making collisions difficult to find.
Secure hash functions are designed to withstand attacks and ensure the integrity and authenticity of data.

A hash function is a fundamental concept in classical cryptography that plays a crucial role in ensuring data
integrity and security. In this context, a hash function takes an input, which can be of any length, and produces
a fixed-size output called a hash value or digest. The primary purpose of a hash function is to convert data into
a unique representation that is computationally infeasible to reverse-engineer or recreate the original input.

One important property of hash functions is that they should be deterministic, meaning that the same input will
always produce the same output. Additionally, even a small change in the input should result in a significantly
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different output. This property is known as the avalanche effect and is essential for ensuring the integrity of the
data.

In the context of classical cryptography, hash functions are extensively used for various purposes, including
data integrity checks, password storage, and digital signatures. They are designed to be computationally
efficient, making them suitable for real-time applications.

When analyzing the security of hash functions, one crucial aspect to consider is the likelihood of collisions. A
collision occurs when two different inputs produce the same hash value. In the context of hash functions, finding
a collision is considered a significant security vulnerability, as it allows an attacker to manipulate data without
detection.

To understand the likelihood of collisions, let's consider an analogy known as the birthday paradox. Imagine you
are hosting a party and want to know how many people you need to invite to have at least two individuals with
the same birthday. Surprisingly, the answer is much lower than expected. With only 23 people, there is a 50%
chance of a collision.

This concept applies to hash functions as well. If we have T input values and one output, the likelihood of a
collision can be calculated using the formula P = 1 - (365/365) * (364/365) * ... * ((365 - T + 1)/365). For
example, with T = 23, the probability of a collision is approximately 50%.

In the context of hash functions, the output space refers to the number of possible hash values that can be
generated. Unlike the 365 possible birthdays in the birthday paradox analogy, hash functions typically have a
much larger output space. This ensures that the likelihood of a collision is significantly reduced, making it
computationally infeasible to find two different inputs that produce the same hash value.

It is important to note that modern hash functions, such as SHA-256 (Secure Hash Algorithm 256-bit), have
significantly larger output spaces and are designed to be resistant to collision attacks. They are extensively
used in various cryptographic applications, including secure communication protocols and digital signatures.

Hash functions are an essential component of classical cryptography, providing data integrity and security. They
convert data into fixed-size hash values, ensuring the uniqueness of the representation. Understanding the
likelihood of collisions is crucial in evaluating the security of hash functions, and modern algorithms are
designed to provide a high level of resistance against collision attacks.

A hash function is an essential component of classical cryptography that plays a crucial role in ensuring data
integrity and security. In this lesson, we will introduce hash functions and discuss their significance in
cybersecurity.

A hash function takes an input, known as a message, and produces a fixed-size output, known as a hash value
or digest. The output is typically a string of characters that is unique to the input message. Hash functions are
designed to be quick and efficient, allowing for fast computation of the hash value.

One important property of hash functions is that they are deterministic, meaning that for a given input, the
output will always be the same. This property enables the verification of data integrity, as any change in the
input message will result in a different hash value.

Hash functions are widely used in various applications, including password storage, digital signatures, and data
integrity checks. They provide a way to securely store passwords by hashing them and comparing the hash
values instead of storing the actual passwords. This protects user passwords in case of a data breach.

Another crucial property of hash functions is their resistance to collisions. A collision occurs when two different
input messages produce the same hash value. A good hash function should minimize the probability of
collisions, making it computationally infeasible to find two different messages with the same hash value.

The formula mentioned in the transcript is a key aspect of understanding the collision resistance of hash
functions. The formula describes the relationship between the number of inputs (T) and the probability of at
least one collision. By plugging in the appropriate values, we can determine the required output length to
achieve a desired level of security.
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For example, if we have 80 output bits and want a 50/50 chance of a collision, the formula helps us calculate
the necessary output length. It reveals that in order to achieve 80-bit security, we need an output length of 160
bits.

Understanding the collision resistance of hash functions is crucial in ensuring the security of cryptographic
systems. It highlights the importance of choosing appropriate output lengths to prevent the possibility of
collisions and maintain data integrity.

Hash functions are fundamental tools in classical cryptography that provide data integrity and security. They
enable the efficient computation of unique hash values for input messages and play a vital role in various
cybersecurity applications. Understanding the collision resistance of hash functions is essential in designing
secure cryptographic systems.
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EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY DIDACTIC MATERIALS
LESSON: HASH FUNCTIONS
TOPIC: SHA-1 HASH FUNCTION

In the study of hash functions, a critical concept is the occurrence of collisions. A collision in a hash function

occurs when two distinct inputs, 1 and #2, produce the same hash output, i.e., hixy) :h[iﬂﬂ, This
phenomenon is particularly significant when considering the security implications of hash functions, as it can
lead to vulnerabilities in cryptographic applications.

To visualize this, consider a hash function that compresses input data into a fixed-size output, typically 160 bits.
For example, if both #1 and &2 result in the same 160-bit output, we have a collision. The complexity of finding
such collisions is governed by the birthday paradox, which states that the probability of a collision increases
with the number of inputs tried.

The complexity of finding a collision, given an n-bit output, is not 2" but rather 2n/2 This is derived from the
birthday paradox, which shows that the expected number of attempts to find a collision is approximately the
square root of the number of possible outputs. Mathematically, this can be expressed as:

. '
Complexity = 2™~

For a hash function with a 160-bit output, the complexity of finding a collision is approximately 250 rather than

2160 This significant reduction in complexity highlights the importance of understanding the birthday paradox in
the context of hash functions and their security.

A table illustrating the relationship between the bit size of the hash function output, 1, and the likelihood of a
collision, A, can provide further insight. For example, with a 160-bit hash function, achieving a 50% likelihood of
finding a collision requires approximately 281 attempts. Interestingly, increasing the likelihood to 90% only
marginally increases the required number of attempts to 282, indicating that the likelihood parameter A is not
highly sensitive.

In practical applications, such as web browsers using the Advanced Encryption Standard (AES), it is crucial to
ensure that the hash function used has a security level commensurate with that of AES. AES typically has a
security level of 128 bits. If a protocol employs a hash function, it should ideally have an equivalent strength to
maintain overall security. For instance, a 160-bit hash function is easier to break than AES, making it the
weakest link in the protocol. To achieve a security level of 128 bits with a hash function, a 256-bit hash function
output is required.

Thus, to align the security level of a hash function with that of AES, one must use a hash function with an output
size of 256 bits. This ensures that the hash function does not become the weakest link in the cryptographic
protocol, maintaining the overall integrity and security of the system.

With a 256-bit hash function output, the cryptographic strength is approximately 128 bits. Cryptographic
strength refers to the effort required to find a collision, which is a critical measure in evaluating the security of
hash functions.

The primary focus here is on the construction of hash functions. The previous discussions centered around the
requirements and the minimum output length for hash functions, but did not delve into the actual construction
methods. There are two main families of hash function construction methods: one involves using a block cipher,
and the other involves using dedicated hash functions.

Using a block cipher to construct a hash function is straightforward and can be understood with a brief study.
However, the more common approach in practice involves dedicated hash functions. These functions are
specifically designed to be hash functions, unlike block ciphers which are primarily designed for encryption but
can be adapted for hashing.
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Over the last two decades, numerous dedicated hash function proposals have been made. The most significant
of these belong to the MD4 family, which includes MD5, SHA-1, and SHA-2. MD4 itself was quickly found to be
insecure and is not widely used. MD5, once widely used, was broken by Professor Dobertin and is no longer
considered secure. SHA-1, although still in use, has known vulnerabilities and is expected to be phased out.
SHA-2, which includes variants with output lengths of 224, 256, 384, and 512 bits, is currently considered
secure and is replacing SHA-1 in many applications.

The MD5 algorithm produces a 128-bit hash value, but collisions have been found, rendering it insecure. SHA-1
produces a 160-bit hash value and was initially believed to have a collision resistance of 250 However, more
recent mathematical advances have reduced the effective collision resistance to approximately 263
Researchers worldwide, including a coordinated effort at TU Graz in Austria, are actively searching for collisions
in SHA-1.

SHA-2 consists of multiple algorithms, each with different output lengths, ranging from 224 bits to 512 bits.
These are standardized and are increasingly being adopted to replace SHA-1. Understanding SHA-1 is beneficial
because SHA-2 is a generalization of SHA-1, making the transition to understanding SHA-2 relatively
straightforward.

While SHA-1 is still widely used due to its historical prevalence, it is considered insecure and is being replaced
by SHA-2. The transition to SHA-2 is facilitated by their structural similarities, making it easier for those familiar
with SHA-1 to adapt to SHA-2.

The SHA-1 (Secure Hash Algorithm 1) is a cryptographic hash function that produces a 160-bit hash value from
an arbitrary length input. This output is a fixed size, regardless of the input's length, which can range from a
single sentence or a credit card number to a large file or even an entire hard disk.

The internal mechanism of SHA-1 can be likened to certain block ciphers, which may utilize structures such as
the Feistel network. A prevalent construction method for hash functions is the Merkle-Damgard construction,
named after Ralph Merkle, who, alongside Diffie and Hellman, significantly contributed to the field of public key
cryptography and hash functions.

The Merkle-Damgard construction operates as follows: the input message X, which can be very long and is
divided into IV blocks, undergoes padding to ensure it fits the required format. The core of the algorithm is the
compression function, which processes the data iteratively.

Initially, the first block X1is fed into the compression function, producing an output. This output is then
combined with the next block fiz and fed back into the compression function. This process continues iteratively
with each subsequent block X until the entire message has been processed. The final output of this iterative

process is the hash value H[X).

In the context of SHA-1, specific bit lengths are crucial. The output hash is always 160 bits, and the input blocks
are 512 bits each. This means that each block of the message fed into the hash function is 512 bits (or 64
bytes) in size.

The SHA-1 algorithm's internals can be broken down into two main components: the padding process and the
compression function. While padding ensures the message fits the required block size, the compression function
is where the actual transformation of data occurs, iteratively processing each block to produce the final hash.

Understanding the Merkle-Damgard construction is essential for grasping how SHA-1 works. The construction's
iterative nature and the fixed-size output, regardless of input length, are key characteristics that define its
operation. The focus on the compression function is critical, as it determines the security and efficiency of the
hash function.

The construction of the SHA-1 hash function is a sophisticated process that involves several fundamental
principles from classical cryptography. The SHA-1, or Secure Hash Algorithm 1, is designed to take an input and
produce a 160-bit hash value, typically rendered as a 40-digit hexadecimal number.
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A key aspect of understanding SHA-1 lies in the compression function, which may initially seem complex. To
demystify this, it is beneficial to draw parallels with block ciphers, specifically their iterative nature. Block
ciphers operate through multiple rounds, where each round processes the input through a round function. The
input to each round is the output of the previous round, combined with a subkey derived from the main key
through a key schedule.

In block ciphers such as AES (Advanced Encryption Standard), the key schedule generates subkeys from the
main key. For instance, AES with a 128-bit key involves 10 rounds, each utilizing a unique subkey derived from
the key schedule. The input to each round function is the output of the previous round and the corresponding
subkey.

SHA-1 shares a similar iterative structure but introduces some distinct differences. The process begins with an
initial hash value, denoted as Hi—1, and processes the message in blocks. Each block, Xi, is fed into the
compression function along with the previous hash value. The SHA-1 compression function operates over 80
rounds, significantly more than the 10 rounds in AES.

A crucial distinction in SHA-1 is the role of the message schedule. Unlike block ciphers where the message is
directly processed in each round, SHA-1 treats the message as part of a schedule. The message schedule
breaks down the 512-bit message block into smaller chunks that are processed iteratively. This approach
ensures that the final output is a compressed 160-bit hash, despite the initial 512-bit input.

The transformation within the SHA-1 compression function can be summarized as follows:

1. **Initialization**: The initial hash value 0 is set to a predefined constant.

2. *Message Preprocessing**: The input message is padded to ensure its length is a multiple of 512 bits.

3. ¥*Message Scheduling**: The 512-bit message block is divided into 16 words of 32 bits each, which are then
extended to 80 words through bitwise operations.

4. *¥|terative Processing**: For each of the 80 rounds, the following operations are performed:

0]

{
a+ H; ™

be HY
Ci—HEEJ
de HY
r:{—Hff)
for t =0 to 79 :
T (a<d)+ filh,e.d)+ e+ Ky + W,
e+ d
d+ ¢
c+— b 30
be—an

i —T

Here, ft is a non-linear function that changes every 20 rounds, K is a constant, and Wt is the scheduled
message word.
5. **Hash Value Update**: After completing the 80 rounds, the hash values are updated:

* X %
* El'l'[: | © 2024 European IT Certification Institute
* . . 56/80
* EITCI, Brussels, Belgium, European Union

* p K


https://eitca.org
https://eitca.org/certification/eitc-is-acc-advanced-classical-cryptography/

EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY [l []

OE(TE

EUROPEAN IT CERTIFICATION CURRICULUM SELF-LEARNING PREPARATORY MATERIALS

() (0)
Hi *_H¢—1+a
Y

k]

—ut
Hfzj — HEJI +c
Y — " +d
Hf'ﬂ — Hff)l +e

The final hash value is obtained after processing all message blocks, combining the intermediate hash values.

Understanding SHA-1's construction and its iterative process is fundamental for comprehending its role in
ensuring data integrity and security in various cryptographic applications.

The SHA-1 hash function is a widely used cryptographic hash function that processes data in blocks of 512 bits.
The process begins by dividing the original message into 512-bit blocks. These blocks are then further divided
into sub-messages, denoted by the variable 1. The sub-messages are indexed from Wi in the first round up to
Wrg in the last round, resulting in a total of 80 rounds.

Unlike block ciphers, SHA-1 involves a feedback mechanism. After processing each block, an integer addition
without carry is performed. This operation, known as addition modulo 292 involves adding 32-bit words and
discarding any overflow beyond 32 bits. This means that if the addition of two 32-bit words results in a 33-bit
number, the most significant bit (MSB) is dropped.

The 160-bit state of SHA-1 is divided into five 32-bit words, labeled A, B, ', I}, and E. During the hashing
process, these words are updated in each round. The 80 rounds of SHA-1 are grouped into four stages, each
consisting of 20 rounds. The stages are denoted by T, with 7" = 1 for rounds 0 to 19, T = 2 for rounds 20 to 39,
T =13 for rounds 40 to 59, and T" = 4 for rounds 60 to 79.

Each round of SHA-1 takes five 32-bit inputs, A, B, C, D, and E, along with one of the 32-bit words from the
message schedule, Wi The inputs for each round are processed as follows:

1. *¥Initialize the hash values**:
- Hpy = 0267452301

_H = 0xEFCDABREY

Hy = 02098 BADCFE

- Hy = 0210325476
_Hy=0xC3D2E1FO

2. ¥*Process each 512-bit block**:
- Break the block into sixteen 32-bit words: "o, Wi, ..., Wis,
-Fort=16to 79:

Wi=(Wis@® Wis & Wi Wiogs) < 1

where & denotes bitwise XOR and <€ 1 denotes left rotation by one bit.

3. **Initialize the working variables**:

_A=Hy
-.B=H
O = Hy
D= Hjy
_E=H,
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4. **Main loop**:
-Fort=0to 79:

T={A<d)+ fi(B,C,D)+ E+ K; + W,

E=D
D=cC
C =830
B=A
A=T

where [t and #t are defined as follows:

- filB,C,D) and K vary depending on the value of t:

S0<t<19. il B,C.D) = (BAC)V (=B AD)3nq K; = 05A827999
S20<t<39. il B,C,D)=B&C® D 4,4 K; =026 EDIEBAL

S40 <t <59, fil B.C.D)=(BNC)V (BAD)Y (C/AD)ang K; =028F1BBCDC
B60<t<79. filB.C.D)=B&C® D g K, =02xCA62C1D6

5. **Add the working variables back to the hash values**:

“Hy=Hy+ A
_H,=H,+B
_Hy=Hy+C
_Hy=Hy+ D
_H,=H,+E

6. **Produce the final hash value**:
- The final hash value is the concatenation of Hu, f11, Ha, H3, angd Hy,

This process ensures that the SHA-1 hash function produces a fixed-size 160-bit output from an arbitrary-length

input, providing a unique fingerprint for the input data.

In the context of the SHA-1 hash function, the process involves a series of transformations and computations to
produce a fixed-size hash value from an arbitrary input. The SHA-1 algorithm processes the input message in
blocks of 512 bits, and it operates in a series of 80 rounds divided into four stages of 20 rounds each. These
stages are not formally termed as such in the literature, but for the sake of clarity, they can be referred to as

stages.
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The core of the SHA-1 algorithm lies in the round function and the message schedule. Understanding these
components is crucial for implementing SHA-1 in any programming language, such as Java, C, or C++. The
round function involves a series of logical operations and bitwise manipulations, while the message schedule
prepares the input message for processing.

The input to the SHA-1 hash function consists of five 32-bit words, labeled A, B, C, D, and E. These words are
initialized to specific constant values. The output is also five 32-bit words, which are the final hash value. The
transformation process within each round can be visualized as follows:

1. **Initialization**: Start with five words 4. B,C, D. E
2. *Round Function**: For each of the 80 rounds, perform the following operations:
- Compute a temporary word 1" using the formula:

T=(A=d)+f(B,C.D)+ E+K+W,

where:

- A < 3 denotes a left rotation of A by 5 bits.

_f(B.C.D) is a non-linear function that varies in each stage.
- K is a constant that varies in each stage.

- Wiis a word from the message schedule.

- Update the words as follows:

E=D
D=c
C' =B« 30
B=A
A=T

3. **Message S,chedule**: The message schedule Wiis generated from the input message block. The first 16
words Wo to Wis are directly taken from the input block. The remaining words are computed using the formula:

W= (Wi WigoWige W) < 1

where & denotes the bitwise XOR operation and << 1 denotes a left rotation by 1 bit.

4. **Finalization**: After completing all 80 rounds, the resulting five words are added to the initial values of
A, B,C, D, and E to produce the final hash value.
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The SHA-1 algorithm's structure bears some resemblance to Feistel Networks, where a function is applied to
part of the input and the result is used to modify another part of the input. However, SHA-1 splits the input into
five words rather than two blocks as in traditional Feistel Networks. The encryption within SHA-1 uses modular
addition rather than simple XOR operations.

Understanding these details is essential for implementing SHA-1 and comprehending its internal workings. The
combination of logical functions, bitwise operations, and modular arithmetic ensures the security and
robustness of the hash function.

Understanding the SHA-1 hash function involves delving into the mechanics of its internal operations, which can
be likened to a form of Feistel network. In particular, we can draw parallels between the balanced and
unbalanced Feistel networks to better grasp the intricacies of SHA-1.

In a balanced Feistel network, the data block is split into two halves, each of which undergoes encryption
processes symmetrically. However, SHA-1 employs an unbalanced approach where only a fraction of the data is
directly subjected to the encryption function. Specifically, 20% of the data (one-fifth) is processed while the
remaining 80% is minimally altered.

To illustrate, consider the variables A, B, C, D, and E, each 32 bits in length. The process begins by rotating the

bits of variable A to the left by five positions. This means that the 32-bit value of A is cyclically shifted such that
the leftmost five bits are moved to the rightmost positions. Mathematically, this can be represented as:

A'=(A<5)V (4> (32-5))

where <€ denotes the left bitwise rotation and = denotes the right bitwise rotation.

The rotated value A’ is then used in the encryption of variable E. In the context of the Feistel network, the
function F' takes as input the variables C, D, and V (a message schedule word 1['I".?'), and combines them with the

rotated value A’. Additionally, a round constant Kiis incorporated, which varies with each of the four stages of
the algorithm. The function can be expressed as:

FlC, D V)= (CAD)& (-CAV)
where /M represents the bitwise AND operation, * the bitwise OR operation, and & the bitwise XOR operation.

The constants K&t are predefined values specific to the stages of the algorithm.

After processing through the function F', the output is added to the current value of E:
E'=E+ F(C,D. V) + K+ W;
where E’ represents the new value of E after one round of processing.
The next step involves updating the variables for the subsequent round. Variable D is reassigned the value of E,

while C is reassigned the value of D, and so forth. To ensure variability, variable B undergoes a rotation to the
left by 30 bits:

B' = (B < 30) v (B > (32 — 30))

This rotation ensures that the bit positions are altered sufficiently to contribute to the diffusion property of the
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hash function.

The SHA-1 algorithm operates over multiple rounds, each involving the above transformations, ensuring that the
input message is thoroughly processed and mixed. The final output is a 160-bit hash value, which is a
concatenation of the final values of A, B, C, D, and E after all rounds are completed.

The SHA-1 hash function employs a series of bitwise operations, rotations, and additions, governed by a set of
constants and message schedule words, to transform an input message into a fixed-size hash value. The use of
multiple stages and varying functions Fi ensures a high degree of complexity and security in the hashing
process.

In the context of advanced classical cryptography, the SHA-1 hash function is a pivotal component. It operates
through a series of rounds, each utilizing specific functions and constants. The SHA-1 algorithm processes its
input data in blocks, with each block undergoing multiple rounds of transformation to produce the final hash
value.

SHA-1 employs four distinct functions, denoted as f1, f2, f3, and f4, each of which is used in different stages of
the hashing process. Specifically, the first 20 rounds use the f1 function, the next 20 rounds use f2, and so
forth, until all 80 rounds are completed. This segmentation is a unique characteristic of the SHA-1 algorithm.

In addition to the functions, SHA-1 uses four round constants, labeled ffl, ffz, ff‘J, and k1. These constants are
32-bit fixed values and are integral to the algorithm's operation. They are predefined and immutable, ensuring
consistency across implementations.

The [ functions in SHA-1 are relatively straightforward compared to those in other cryptographic algorithms
such as DES or AES. For instance, f1involves bitwise operations on its inputs &, ¢, and d. The operations include
bitwise AND, OR, and XOR, which are fundamental Boolean operations. The simplicity of these functions
contributes to the efficiency of the SHA-1 algorithm.

To illustrate, consider the following Boolean operations used in the [ functions:

_filboe,d) = (b Ae) V (—b A d)
falbed)=bdedd
Cfalboe,d) = (bAc)V (BAd) Y (e d)
_fulbed) =baesd

The efficiency of SHA-1 is notable despite its 80-round structure. Each round involves simple operations such as
additions and bitwise shifts, which are computationally inexpensive. This design allows for rapid execution,
making SHA-1 suitable for software implementation.

The message schedule in SHA-1 is another critical component. The input message, typically 512 bits, is divided
into 32-bit words. Initially, the first 16 words (H"G to 1H"IE) are directly derived from the input message. These
words are then expanded to generate the remaining words Wis to Wra) using the following recurrence
relation:

Wi= (Wi Wis & Wima & Wiogs) < 1

where < 1 denotes a left circular shift by one bit.

This expansion ensures that each of the 80 words used in the rounds is a function of the original input,
contributing to the diffusion property of the hash function, which helps in spreading the input bits throughout
the hash value.

The SHA-1 hash function is characterized by its use of multiple stages with distinct functions and constants,
simple yet effective Boolean operations, and an efficient message scheduling mechanism. These features
collectively ensure that SHA-1 remains a significant algorithm in the realm of classical cryptography, despite the
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advent of more advanced hash functions.

In the context of the SHA-1 hash function, the process of generating message schedule words W for J ranging
from 16 to 79 involves a specific formula. This formula is integral to the expansion of the initial 16 words
derived from the input message.

W for J between 16 and 79, the following steps are performed:

To compute
1. **Initialization**: Start with the previously computed words "o to Wis.

2. **Formula Application**:
W= (Wi—a W5 & W14 & W5 16) < 1

Here, & denotes the bitwise XOR operation, and <& 1 signifies a left circular shift by one bit.

- For Wig:

Wig = (Wis & Wy @ Wo 2 Wy) < 1
- For Wiz

Wir = (W e Wy Wi W) < 1

- Continue this pattern up to W,

3. **Efficiency**:

The process of generating each new W word is efficient. For each H"J', only three XOR operations and one left
circular shift are required. This efficiency is crucial for the performance of the SHA-1 algorithm, especially when
processing large messages.

The generated words W; are then used as inputs in the SHA-1 round function, which iteratively processes the
data to produce the final hash value.
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EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY DIDACTIC MATERIALS
LESSON: MESSAGE AUTHENTICATION CODES
TOPIC: MAC (MESSAGE AUTHENTICATION CODES) AND HMAC

Welcome to this lecture on message authentication codes (MAC) and HMAC. In this lecture, we will explore the
concept of MAC, which can be thought of as digital signatures implemented using symmetric cryptography. We
will also discuss HMAC, which is a hash-based MAC.

Before diving into the details, let's briefly recall the motivation behind digital signatures. In the real world,
documents are often signed to ensure their authenticity and integrity. In the digital world, we aim to achieve the
same level of assurance. Digital signatures provide a means to authenticate a message, ensuring that it comes
from the right sender. This process is known as message authentication.

Now, let's move on to MACs. A message authentication code (MAC) is a cryptographic checksum that can be
used to authenticate a message. It is similar to a digital signature but is implemented using symmetric
cryptography. MACs are also known as cryptographic checksums, which is a more descriptive term.

The main goal of a MAC is to ensure the integrity and authenticity of a message. To achieve this, we use a
symmetric key that is shared between the sender (Alice) and the receiver (Bob). The sender computes the MAC
of the message using the shared key, and the receiver verifies the MAC using the same key. If the MAC
verification is successful, it indicates that the message has not been tampered with and comes from the
expected sender.

To build a MAC, we can utilize hash functions. Hash-based MAC (HMAC) is a widely used approach to implement
MACs. HMAC combines a hash function with a secret key to generate the MAC. By using a hash function, we can
ensure the integrity of the message, and by using a secret key, we can verify the authenticity of the message.

HMAC offers a practical and efficient solution for message authentication. It allows us to achieve similar results
as digital signatures while leveraging the speed and efficiency of symmetric cryptography. By using MACs, we
can authenticate messages in various scenarios where symmetric block ciphers and hash functions are
sufficient.

MACs provide a means to authenticate messages using symmetric cryptography. They ensure the integrity and
authenticity of the message by utilizing a shared secret key. HMAC, a hash-based MAC, is a commonly used
approach to implement MACs.

In the study of cryptography, an important aspect is message authentication, which ensures the integrity and
origin of a message. In this context, we will discuss the concept of Message Authentication Codes (MAC) and
HMAC.

A Message Authentication Code (MAC) is a cryptographic checksum computed over a message using a
symmetric key. It provides a way to verify the authenticity and integrity of a message. The MAC algorithm takes
the message as input and produces a fixed-length output, called the MAC value. This MAC value is then
appended to the original message.

The process of computing a MAC involves using a symmetric key, which is shared between the sender and the
receiver. The sender computes the MAC value by applying the MAC algorithm to the message using the shared
key. The receiver, on the other hand, recomputes the MAC value using the same algorithm and the shared key.
The receiver then compares the computed MAC value with the one received from the sender to verify the
authenticity and integrity of the message.

One important property of MAC is that it can accept messages of arbitrary lengths. Unlike digital signatures,
which have limitations on the length of the message, MAC allows for the processing of messages of varying
lengths without the need for additional steps such as hashing. This makes MAC more practical and efficient.

Another desirable property of MAC is that the length of the MAC value remains fixed regardless of the length of
the input message. This means that whether the input is a short message or a large file, the MAC value will
always have the same length. This property is useful in ensuring a consistent and efficient cryptographic
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checksum for any message, independent of its length.

In terms of security services, MAC provides message authentication, which means that if a message claims to
be from a specific sender, the receiver can verify if it is indeed from that sender and has not been tampered
with. By comparing the computed MAC value with the received MAC value, the receiver can determine the
authenticity of the message.

It is important to note that MAC does not provide non-repudiation, which means that it does not prevent the
sender from denying their involvement in the message. However, MAC is a useful tool in ensuring the integrity
and origin of a message within a secure communication channel.

Message Authentication Codes (MAC) are cryptographic checksums computed over messages using a shared
symmetric key. MAC provides a way to verify the authenticity and integrity of a message. It allows for the
processing of messages of arbitrary lengths and ensures a fixed-length cryptographic checksum. MAC provides
message authentication, allowing the receiver to verify the origin of a message. However, MAC does not provide
non-repudiation.

In the study of advanced classical cryptography, one important topic is Message Authentication Codes (MAC)
and HMAC (Hash-based Message Authentication Code). A MAC is a cryptographic technique used to verify the
integrity and authenticity of a message. It ensures that the message has not been tampered with during
transmission and that it originates from a trusted source.

To understand the concept of MAC, we need to consider the role of a secret key. For a MAC to be valid, both the
sender and receiver must possess the same secret key. This key is used to compute the MAC value for the
message. If the MAC value is correct, it indicates that the message was computed by someone who knows the
secret key.

It is important to note that the security of MAC protocols relies on the assumption that key distribution works
effectively. If an unauthorized party gains access to the secret key, the security of the MAC is compromised.
Therefore, a secure channel for key distribution is crucial.

The purpose of a MAC is to provide a security service called message authentication. This service ensures that
the message is indeed from the claimed sender, in this case, Bob. It also guarantees the integrity of the
message, meaning that any tampering or manipulation during transmission will be detected by the receiver,
Alice.

Let's consider a practical example of a financial transaction. Suppose the message is a request to transfer $10
to Oscar's account. However, there is a malicious actor, Oscar, who wants to alter the transaction to transfer
$10,000 instead. Can Oscar successfully replace the original message with his altered version?

The answer is no. The MAC verification process will fail because the altered message will produce a different
MAC value. This failure ensures the integrity of the security service. Even if Oscar attempts to manipulate the
message by flipping a single bit, the resulting MAC value will be completely different.

In addition to MAC, another crucial security service is provided by digital signatures. A digital signature allows
the recipient of a message to verify the authenticity and integrity of the message. It prevents non-repudiation,
which is the denial of generating a particular message.

Consider the scenario where Bob orders a car from Alice, the car dealer. Bob fills out a web form with the order
details and attaches his signature using a MAC. Later, Alice claims that she never received the order. In this
case, Bob needs to prove to a judge or a registrar that he indeed generated the message. However, due to the
symmetric setup of the MAC, it is not possible to prove who generated the message. Therefore, non-repudiation
is not achieved in this scenario.

To implement MACs, one approach is to use hash functions. A hash function, denoted as H, takes an input and
produces a fixed-size output called a hash value. The basic idea is to bind together the key (K) and the message
(X) using a hash function. The output of the hash function, denoted as M, becomes the MAC value.

By using a hash function, we can scramble the key and message together, creating a function that is difficult to
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attack. Hash functions have desirable properties that make them suitable for MACs. They are resistant to pre-
image attacks, meaning it is computationally infeasible to find the original input given the hash value.

Message Authentication Codes (MAC) and HMAC play a crucial role in ensuring the integrity and authenticity of
messages in cybersecurity. They rely on the use of secret keys and hash functions to bind the key and message
together, creating a MAC value that can be verified by the receiver. However, it is important to note that MACs
do not provide protection against dishonest parties trying to cheat each other.

In the field of cybersecurity, message authentication codes (MAC) play a crucial role in ensuring the integrity
and authenticity of transmitted messages. MAC provides a way to verify that a message has not been tampered
with during transmission and that it originated from a trusted source.

There are two common approaches to constructing MACs: the secret prefix and secret suffix methods. In the
secret prefix method, the key is concatenated with the message, and then the resulting string is hashed. In the
secret suffix method, the message is concatenated with the key before hashing. While these methods may
seem intuitive, they both have weaknesses that can be exploited.

One weakness of the secret prefix method is that an attacker can generate their own message by appending
their chosen value to the original message. This allows them to manipulate the resulting MAC. Similarly, in the
secret suffix method, an attacker can prepend their chosen value to the original message, altering the MAC.

To better understand these weaknesses, let's delve into the details of how MACs are constructed. Typically, the
message is divided into blocks, and each block is hashed individually. For example, if we use the SHA-1 hash
function, the input width for each block is 512 bits. In the secret prefix method, the key is hashed first, followed
by each block of the message. In the secret suffix method, the message blocks are hashed first, followed by the
key.

Most hash functions use the Merkle-Damgard construction, where a compression function is applied iteratively
to process the blocks. This construction also incorporates an initial vector (V) to enhance security.

Now, let's consider a scenario where Alice and Bob are communicating using MACs. Bob computes the MAC by
concatenating the key with each block of the message and hashing the result. However, an attacker named
Oscar interferes with the transmission and inserts his own message block, denoted as Xn+1. This allows Oscar
to manipulate the MAC and potentially deceive Alice.

It is important to be aware of these weaknesses when designing and implementing MACs. By understanding the
vulnerabilities, we can take appropriate measures to mitigate the risks associated with message authentication.

A message authentication code (MAC) is a cryptographic technique used to verify the integrity and authenticity
of a message. It is a form of classical cryptography that provides a way to ensure that a message has not been
tampered with during transmission.

The MAC is computed using a secret key and the message itself. The process involves hashing the message and
the key together to produce a unique output, which is the MAC. This MAC is then appended to the message and
sent along with it.

To compute the MAC, the sender first feeds the key into the algorithm. Then, the message is iteratively
processed, with each block being hashed along with the previous blocks. At the end of the iteration, the final
output is the MAC.

However, there is a vulnerability in this process. An attacker, named Oscar, can intercept the message and
append his own malicious blocks to it. To do this, he computes his own MAC for the modified message. He can
then send this modified message, along with the fake MAC, to the receiver.

To verify the authenticity of the message, the receiver, named Ellis, recomputes the MAC using the same
process as the sender. If the recomputed MAC matches the one received with the message, Ellis considers the
message to be valid.

This vulnerability can be mitigated by using a technique called padding with length information. By including the
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length of the message in the hashing process, the attacker's attempt to append malicious blocks can be
detected. However, not all hash functions include this padding with length information, so it is important to use
hash functions that provide this protection.

Another approach to prevent this vulnerability is to use a secret suffix instead of a secret prefix. In this case, the
message is hashed first, and then the key is included in the hashing process. This prevents an attacker from
appending malicious blocks at the end of the message.

It is worth noting that if an attacker can find collisions, where two different messages produce the same hash
output, the security of the MAC is compromised. This highlights the importance of using hash functions that are
resistant to collisions.

Message authentication codes (MACs) are an important tool in ensuring the integrity and authenticity of
messages. However, they can be vulnerable to attacks if not implemented properly. By using techniques such
as padding with length information and secret suffixes, the security of MACs can be enhanced.

Message Authentication Codes (MACs) are cryptographic techniques used to ensure the integrity and
authenticity of messages. In this context, we will discuss the problem that arises when the same value is
appended to both the message and the key.

When the message and the key are concatenated, the output of the MAC becomes the same in both cases. This
means that the MAC of X concatenated with K is equal to H concatenated with X in that index. This creates a
vulnerability where an attacker, Oscar, can intercept the message and replace X with X' without changing the
MAC value.

The question then arises whether this vulnerability poses a significant threat. To answer this, we need to
compare the effort required for collision finding, which is necessary for the attack, with the effort required for
brute force.

Collision finding is the process of finding two different inputs that produce the same output. In this case,
collision finding for the MAC would require less effort than brute force, which involves trying all possible keys.
However, the difficulty of collision finding depends on the specific situation and the hash function being used.

Taking the example of the popular hash function SHA-1, with a 128-bit key space, the attack complexity is
27128. This means that an attacker would need to try 27128 keys to successfully perform a brute force attack.

On the other hand, collision finding for SHA-1 has a complexity of 2780, thanks to the birthday paradox. This is
because the birthday paradox reduces the number of steps required to find a collision. However, it is important
to note that the birthday paradox only applies to weak collision resistance, and not to finding a full collision.

Therefore, using a hash function with an output length that is not long enough may make the MAC vulnerable to
the birthday paradox. This compromises the cryptographic strength of the MAC and allows an attacker to gain
an advantage.

In practice, it is crucial to choose a hash function with a sufficient output length to ensure the security of the
MAC. Additionally, other techniques, such as HMAC (Hash-based Message Authentication Code), can be used to
enhance the security of MACs. HMAC combines the properties of a hash function and a secret key to provide
stronger authentication and integrity guarantees.

The vulnerability that arises when the same value is appended to both the message and the key in a MAC can
be exploited by an attacker. The feasibility of the attack depends on the effort required for collision finding
compared to brute force. It is essential to choose a secure hash function and employ additional techniques, such
as HMAC, to ensure the security of MACs.

Message Authentication Codes (MAC) and HMAC are important concepts in the field of cybersecurity. MAC is a
type of cryptographic algorithm used to verify the integrity and authenticity of a message. It ensures that the
message has not been tampered with during transmission. HMAC, on the other hand, is a specific construction
of MAC that provides additional security features.
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The concept of MAC was proposed in the mid-1970s and has since been widely used in various applications,
such as SSL and TLS protocols. These protocols are commonly used to establish secure connections between
web browsers and servers. The presence of a small lock icon in the browser indicates a secure connection.

The idea behind MAC is to use two nested hash functions, namely the inner hash and the outer hash. This
construction helps prevent certain vulnerabilities, such as collision attacks. In the HMAC construction, the keys
undergo preprocessing before being used in the hash functions.

In the outer hash, the key is XORed with a fixed value called the "outer pad." The key is also expanded to match
the length of the hash function's input. Similarly, in the inner hash, the key goes through a preprocessing step
and is XORed with a different fixed value called the "inner pad." The message is then appended to the inner
hash.

To illustrate this concept, let's consider an example. Suppose we have a 128-bit key and a 512-bit hash
function. In this case, the key would be padded with zeros and appended to the outer pad. The inner pad would
be a different fixed bit pattern, and the key would undergo the same preprocessing steps. The message would
then be appended to the inner hash.

It is important to note that the specific bit patterns used for the pads are defined in the standard and not
arbitrarily chosen. The pads ensure that the input lengths of the hash functions match the desired length.

MAC and HMAC are cryptographic techniques used to ensure the integrity and authenticity of messages. They
involve the use of nested hash functions and preprocessing of keys. These techniques are widely used in various
applications to provide secure communication.

In classical cryptography, message authentication codes (MAC) play a crucial role in ensuring the integrity and
authenticity of transmitted messages. In this context, HMAC (Hash-based Message Authentication Code) is a
widely used algorithm that combines a cryptographic hash function with a secret key to generate a message
authentication code.

To better understand the concept of MAC and HMAC, let's examine a block diagram. Please refer to Figure 12.2
on page 324 (or 325) of your textbook. The diagram illustrates the process of generating a MAC using an inner
pad, an expanded key, and the message itself. The inner pad is combined with the expanded key, and then
hashed together with the message. This initial hashing step may take some time, depending on the length of
the message.

It is important to note that although two hashes are mentioned, only one hash is required for a long message.
The outer hash, which consists of only two input blocks, has minimal computational overhead. Therefore, the
additional work involved in generating the outer hash is negligible compared to the main hashing of the long
message.

To enhance security, an initialization vector (1V) is used in conjunction with the HMAC algorithm. The IV adds an
extra layer of randomness and uniqueness to the process, further strengthening the integrity of the MAC.

MAC and HMAC are cryptographic techniques used to verify the authenticity and integrity of transmitted
messages. The HMAC algorithm combines a secret key with a hash function to generate a message
authentication code. By using an inner pad, an expanded key, and the message itself, the MAC is calculated.
The outer hash, consisting of only two input blocks, adds minimal computational overhead. The use of an
initialization vector enhances the security of the HMAC process.

Thank you for your attention today. If you have any questions, please feel free to ask.
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EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY DIDACTIC MATERIALS
LESSON: KEY ESTABLISHING
TOPIC: SYMMETRIC KEY ESTABLISHMENT AND KERBEROS

Today, we will be addressing a fundamental problem in the field of cryptography - key establishment. In the
past semesters, we have covered topics such as algorithms, digital signatures, hash functions, and other
cryptographic protocols. However, we have largely ignored the issue of key distribution, which is an essential
prerequisite for secure communication.

In the typical setup, we use block ciphers or stream ciphers for encryption and decryption. These ciphers
provide strong security and fast performance. However, before we can use these ciphers, we need to distribute
the key. This is where key distribution protocols come into play.

Over the next three weeks, we will focus on key distribution protocols. We will start by introducing symmetric
key distribution, which involves the use of a shared secret key. This is the first time we will be discussing a
proper protocol in detail.

The first topic for today is the introduction to symmetric key distribution. We will also discuss key distribution
center (KDC) protocols, which are used to securely distribute keys. By the end of this session, everyone will
have a clear understanding of these concepts.

Now, let's take a look at the classification of key establishment protocols. There are two main approaches - key
transport and key agreement. In key transport, one party, either Alice or Bob, generates the key, and it is then
transported to the other party. In key agreement, both parties are involved in generating the key.

Key transport protocols are considered more secure because it is harder for a third party to manipulate the
protocol. However, both approaches require solutions that are secure against all possible attacks.

It is important to note that certain block ciphers, such as DES, have weak keys. These weak keys can be
exploited by attackers. If both parties are involved in key generation, it becomes more difficult for an attacker to
manipulate the protocol.

One example of a key agreement protocol that we have discussed in detail is the Diffie-Hellman protocol. This
protocol is based on public key cryptography and allows two parties to establish a shared secret key.

Key establishment is a crucial aspect of cryptography. By understanding the different types of protocols and
their security implications, we can ensure the secure distribution of keys for encrypted communication.

Symmetric Key Establishment and Kerberos

In the context of classical cryptography, one of the key challenges is establishing secure keys between users. In
this didactic material, we will explore symmetric key establishment and introduce the concept of Kerberos.

Symmetric key establishment involves the distribution of pairwise secret keys between users. To illustrate this,
let's consider a small network with four users: Alice, Bob, Chris, and Dorothy. The goal is to enable secure
communication between any two users while preventing others from eavesdropping.

In the naive approach, known as N square key distribution, every user pair is assigned a unique key. For
example, Alice needs to share keys with Bob, Chris, and Dorothy. Similarly, Bob needs keys for Alice, Chris, and
Dorothy. Chris and Dorothy also require keys for communication with the other users.

To establish these keys, a secure channel is needed. This could involve a system administrator physically
visiting each user and uploading the necessary keys. However, it is important to note that a secure channel is
always required when dealing with symmetric ciphers.

Let's analyze the number of keys in the system. For N users, there are N squared possible key pairs. However,
each key pair has a counterpart, resulting in N times (N-1) key pairs. Therefore, the total number of keys is (N
times (N-1))/2.
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While this may not seem problematic for a small number of users, it becomes significant when dealing with
larger organizations. For example, a company with 750 employees would require 280,875 key pairs. This
highlights the scalability issues of the N square key distribution method.

To address these challenges, the concept of Kerberos was introduced. Kerberos is a network authentication
protocol that provides a secure way to establish and manage keys. It uses a trusted third party, known as the
Key Distribution Center (KDC), to facilitate key exchange between users.

In Kerberos, each user has a unique secret key known only to them and the KDC. When two users want to
communicate, they request a session key from the KDC, which is then used for secure communication. This
eliminates the need for pairwise key distribution and reduces the number of keys required in the system.

Symmetric key establishment is crucial for secure communication in classical cryptography. The N square key
distribution method, while simple, can lead to scalability issues as the number of users increases. Kerberos
provides an alternative approach by using a trusted third party to manage key exchange and reduce the
number of keys required.

In classical cryptography, the establishment of keys is a crucial aspect of ensuring secure communication. One
method of key establishment is through symmetric key establishment, which involves the use of a trusted
authority known as the Key Distribution Center (KDC). The KDC acts as a central entity that shares a single key,
referred to as "ka," with every user in the network.

Symmetric key establishment using the KDC involves a straightforward protocol. Let's consider an example with
three participants: Alice, Bob, and the KDC. Alice and Bob are known entities, while the KDC serves as the
trusted authority.

To establish a secure communication channel between Alice and Bob, the following steps are taken:

1. Alice initiates the process by sending a request to the KDC, requesting a session key for communication with
Bob.

2. Upon receiving the request, the KDC generates a session key, which is a randomly generated symmetric key
specifically for the communication between Alice and Bob. Let's call this key "ks."

. The KDC encrypts the session key "ks" using Alice's key "ka" and sends the encrypted session key to Alice.

. Alice receives the encrypted session key and decrypts it using her key "ka," obtaining the session key "ks."

. Alice now has the session key "ks" and can use it to encrypt her messages to Bob.

. Alice sends a message to Bob, including the encrypted session key "ks."

. Bob receives the message and decrypts the session key "ks" using his own key.

. Bob now has the session key "ks" and can use it to decrypt Alice's messages.

ONOULTL bW

This protocol ensures that only Alice and Bob possess the session key "ks," which is required to decrypt the
encrypted messages. The KDC acts as a trusted intermediary, facilitating the secure exchange of keys between
Alice and Bob.

This approach to key establishment using a trusted authority like the KDC offers several advantages. It
eliminates the need for manual key installation and distribution, which can be time-consuming and costly.
Additionally, it simplifies the process of adding new users to the network, as the KDC can generate and
distribute the necessary keys.

However, it's important to note that this method may not be suitable for networks with frequent changes in
users or dynamic network structures. In such cases, more advanced approaches may be required.

In the next part of this lecture, we will explore a practical approach to key distribution using symmetric ciphers
like AES or Triple DES. This approach allows for key establishment without relying on the Diffie-Hellman key
exchange. We will delve into KDC protocols, which involve the use of a trusted authority for distributing keys.

In the context of symmetric key establishment and Kerberos, the key distribution center (KDC) plays a crucial
role in securely sharing keys between users. Each user, such as Alice and Bob, is assigned a unique key. The
key establishment process involves the KDC sharing the key with Alice and Bob.
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Unlike other scenarios where multiple keys may be assigned to users, in this case, there is only one key per
user. However, it is important to note that this key needs to be established only once. This means that whether
there are two parties or 750 users in the network, there is still only one key per user.

To facilitate communication between Alice and Bob, a secure channel is required. One way to achieve this is by
encrypting the message with the shared key and sending it to the KDC. The KDC would then decrypt the
message and re-encrypt it with the recipient's key before sending it to the recipient. However, this approach has
several drawbacks.

One major problem is that all traffic would be routed through the KDC, causing a communication bottleneck. To
overcome this limitation, a different approach is used in practice. This approach involves a new concept where
Alice initiates communication with Bob without Bob's prior knowledge.

Alice sends a request to the KDC containing her ID and Bob's ID. The KDC then generates a random session key,
also known as the recorded session key. Here, an exciting and revolutionary concept is introduced. The KDC
encrypts the session key using a shared key with Alice, and also encrypts it using Bob's key. Both encrypted
keys are then sent to Alice.

At this point, Alice can decrypt and recover the session key from the encrypted key intended for her. However,
she cannot do anything with the encrypted key intended for Bob. The session key allows Alice to securely
communicate with Bob. She can now encrypt the message using the session key and send it to Bob.

Upon receiving the encrypted message, Bob needs the session key to decrypt it. Since he does not have the
session key, he cannot proceed with decryption. However, Alice can forward the encrypted key intended for Bob
to him. Bob can then decrypt the encrypted key using his shared key with the KDC, allowing him to recover the
session key.

With the session key in hand, Bob can now decrypt the message sent by Alice and proceed with further actions.

This approach ensures secure communication between Alice and Bob without all traffic being routed through the
KDC, improving efficiency and scalability.

In the field of cybersecurity, one important aspect is the establishment of keys for secure communication. In this
context, symmetric key establishment and the use of the Kerberos protocol are key topics to understand.

Symmetric key establishment involves the generation and distribution of a shared secret key between two
parties, such as Alice and Bob, who want to communicate securely. The goal is to establish a key that is known
only to them and can be used for encryption and decryption.

The Kerberos protocol is a widely used authentication protocol that provides secure key establishment in a
network environment. It involves a trusted third party, called the Key Distribution Center (KDC), which helps in
establishing and distributing the secret keys.

To understand the process, let's consider a scenario where Alice wants to send an email to Bob. Alice initiates
the process by sending a request to the KDC, stating her intention to communicate with Bob. The KDC then
generates a session key, which is a shared secret key between Alice and Bob. This session key is encrypted with
Bob's secret key and sent back to Alice.

Once Alice receives the encrypted session key, she forwards it to Bob. Bob, using his secret key, decrypts the
session key and both Alice and Bob now have a shared secret key that they can use for secure communication.

This approach has several advantages. Firstly, it reduces the number of communications required for key
establishment. In the traditional approach, each user would need to establish a separate key with every other
user, resulting in a quadratic complexity. With the Kerberos protocol, the complexity becomes linear, making it
more efficient, especially in scenarios with a large number of users.

Additionally, the Kerberos protocol simplifies the process of adding new users to the network. If a new user, say
Chris, enters the network, the KDC only needs to add a key for Chris in its database. This is much simpler
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compared to the traditional approach, where updating all existing users would be required.

It is important to note that the security of the system relies on keeping the secret keys secure. However, the
session key generated by the KDC can be made public without compromising security. This is a key concept in
cryptography, where certain keys need to be kept secret while others can be made public.

Symmetric key establishment and the use of the Kerberos protocol provide an efficient and secure way to
establish shared secret keys for secure communication in network environments. The Kerberos protocol reduces
the complexity of key establishment and simplifies the process of adding new users to the network.

In the field of cybersecurity, one important aspect is the establishment of secure communication channels. One
method used for this purpose is symmetric key establishment, which involves the use of a shared secret key
between two parties. In this didactic material, we will discuss the concept of symmetric key establishment and a
specific protocol called Kerberos.

Symmetric key establishment is a process where a secure channel is established between two parties using a
shared secret key. This key is used to encrypt and decrypt the messages exchanged between the parties,
ensuring confidentiality and integrity of the communication. The key needs to be securely distributed to the
parties involved, and this is where the challenge lies.

Kerberos is a widely used protocol for symmetric key establishment. It provides a centralized authentication
server called the Key Distribution Center (KDC) that securely distributes the secret keys to the users. The KDC
acts as a trusted third party, facilitating the establishment of secure channels between users.

The advantage of using Kerberos is that it allows for the easy addition of new users. When a new user is added,
the only requirement is a secure channel between the user and the KDC during initialization. This simplifies the
process of adding new users and reduces the complexity of the system.

However, there are some weaknesses in the Kerberos protocol. One major weakness is that the KDC acts as a
single point of failure. If an attacker manages to compromise the KDC, they can gain access to all the secret
keys and decrypt past communication. This is known as a lack of perfect forward secrecy.

Perfect forward secrecy refers to the property where the compromise of a long-term secret key does not
compromise the confidentiality of past communication. In the case of Kerberos, if the KDC key is compromised,
all past communication can be decrypted. This poses a significant security risk.

Symmetric key establishment is an important aspect of cybersecurity, and Kerberos is a widely used protocol for
achieving this. However, the Kerberos protocol has weaknesses, such as the lack of perfect forward secrecy,
which can compromise the confidentiality of past communication if the KDC key is compromised.

This didactic material focuses on the topic of symmetric key establishment and Kerberos in the field of
advanced classical cryptography. Symmetric key establishment is a crucial aspect of cybersecurity, ensuring
secure communication between entities. Kerberos is a widely used commercial system based on this approach.

Symmetric key establishment involves the exchange of secret keys between communicating parties. One
important concept to consider is perfect forward secrecy (PFS), which guarantees that even if one key is
compromised, past and future communications remain secure. Public key-based protocols may or may not
provide PFS.

To ensure the security of the key distribution center (KDC) database, where all the keys are stored, it is
essential to implement strong security measures. The KDC serves as the foundation for Kerberos, a popular
commercial system used in real-world scenarios. It is important to note that Kerberos can be further enhanced
with additional features such as timestamps.

In addition to the mentioned concepts, there are potential weaknesses and attacks to be aware of. Two notable
attacks are replay attacks and key confirmation attacks. Replay attacks involve the malicious retransmission of
previously captured messages, while key confirmation attacks exploit vulnerabilities in the key confirmation
process.
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While the lecture briefly touched upon these topics, it is important to explore them in more detail in future
courses or resources. The textbook provides a simplified version of the Cow Burrows protocol, which is based on
the principles discussed. This protocol can be further enhanced by incorporating timestamps and addressing the
weaknesses mentioned.

Symmetric key establishment and Kerberos play a vital role in ensuring secure communication in the field of
cybersecurity. Understanding the concepts of perfect forward secrecy, the role of the KDC, and the potential
attacks is crucial for implementing robust security measures.
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EITC/IS/ACC ADVANCED CLASSICAL CRYPTOGRAPHY DIDACTIC MATERIALS
LESSON: MAN-IN-THE-MIDDLE ATTACK
TOPIC: MAN-IN-THE-MIDDLE ATTACK, CERTIFICATES AND PKI

In the realm of cybersecurity, particularly in advanced classical cryptography, understanding the concept of
asymmetric key establishment is paramount. This involves two primary methods: key agreement and key
transport. One of the most significant challenges in this domain is the man-in-the-middle (MITM) attack, a potent
and universal threat to all public key schemes.

To illustrate the asymmetric key establishment, consider two entities, Alice and Bob, who need to communicate
securely over an unsecured channel. The goal is to establish a shared secret key without direct secure
transmission. The two key approaches to solving this problem are key agreement and key transport.

Key agreement, exemplified by the Diffie-Hellman (DH) protocol, allows Alice and Bob to jointly compute a
shared secret. The Diffie-Hellman key exchange mechanism works as follows:

. Alice and Bob agree on a large prime number # and a base & (which is a primitive root modulo P).
. Alice selects a private key @ and computes her public key A= E‘:’I‘ﬂ mod p,

. Bob selects a private key b and computes his public key B =g" modp,

. Alice and Bob exchange their public keys A and B.

. Alice computes the shared secret ¥ = B* mod p,

. oAb
. Bob computes the shared secret ¥ = A" mod p,

SO U hW N -

Since B* mod p = [g'bjl‘:‘L mod p = g“"b mod p 4ng AP mod p= [g”’]b mod p = g“b maod P both Alice

and Bob end up with the same shared secret s.

Key transport, on the other hand, involves one party generating the key and securely transmitting it to the other
party using public key encryption. For instance, using RSA:

1. Bob generates an RSA key pair (public key PKg and private key SKp).
2. Bob sends his public key PK3 to Alice.

3. Alice generates a random secret key K and encrypts it using Bob's public key, resulting in Enc(PKp. K)
4. Alice sends the encrypted key to Bob.
5. Bob decrypts the received message using his private key, recovering i .

Both methods are integral to protocols like SSL/TLS, which may use either Diffie-Hellman or RSA for secure key
establishment.

The man-in-the-middle attack is a critical vulnerability in these schemes. In a MITM attack, an adversary
intercepts and possibly alters the communication between Alice and Bob without their knowledge. For example,
in the Diffie-Hellman key exchange:

1. Alice sends her public key A to Bob, but the adversary intercepts it and sends their own public key A’ to Bob.
2. Bob sends his public key B to Alice, but the adversary intercepts it and sends their own public key B’ to
Alice.

3. The adversary now establishes two separate shared secrets: one with Alice (¥4 = (B')" mod py and one
with Bob (58 = (4')" mod p)

The adversary can decrypt and re-encrypt messages between Alice and Bob, effectively controlling their
communication.

To counteract MITM attacks, the use of certificates and Public Key Infrastructure (PKI) is essential. Certificates,
issued by trusted Certificate Authorities (CAs), bind public keys to their respective owners. When Alice receives
Bob's public key, she also receives a certificate verifying that the key belongs to Bob, signed by a CA. The
process typically involves:
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1. Bob generates a key pair and creates a Certificate Signing Request (CSR).

2. The CA verifies Bob's identity and issues a certificate, signing it with the CA's private key.

3. Bob sends his public key along with the CA-signed certificate to Alice.

4. Alice verifies the certificate using the CA's public key, ensuring the public key indeed belongs to Bob.

This mechanism ensures that even if an adversary intercepts the communication, they cannot forge a valid
certificate without the CA's private key, thus preventing MITM attacks.

Asymmetric key establishment is fundamental in secure communications, with key agreement and key
transport being the two primary methods. The man-in-the-middle attack poses a significant threat, which is
mitigated through the use of certificates and PKIl, ensuring the authenticity of public keys and secure
communication channels.

In the realm of cryptography, key distribution is a fundamental challenge. While there are established protocols
that seem to solve this problem, such as the Diffie-Hellman key exchange, there remain significant
vulnerabilities, particularly when considering active attackers. This material will delve into the intricacies of the
Man-in-the-Middle (MITM) attack, especially in the context of certificates and Public Key Infrastructure (PKI).

The Diffie-Hellman key exchange is a method by which two parties, Alice and Bob, can securely establish a
shared secret over an insecure channel. Each party generates a private key and a corresponding public key. For
instance, Alice has a private key @ and a public key A, and Bob has a private key b and a public key B. They
exchange their public keys and then compute the shared secret as follows:

1. Alice computes £ap = B* mod p
" — Ab
2. Bob computes Wap = A" mod p

Here, P is a large prime number, and all operations are performed modulo P. This scheme is computationally
secure, meaning that if the numbers involved are large enough and chosen correctly, it is infeasible for an
attacker to derive the shared secret from the public keys alone.

The security of this protocol holds under the assumption that any attacker, Oscar, is passive, meaning Oscar
can only eavesdrop on the communication channel but cannot alter the messages. However, in practical
scenarios, we must consider active attackers who can intercept and modify messages. This is where the Man-in-
the-Middle attack becomes relevant.

In a Man-in-the-Middle attack, Oscar intercepts the communication between Alice and Bob and inserts himself
into the exchange. Here is how the attack unfolds:

. Alice sends her public key A to Bob.
. Oscar intercepts this message and sends his own public key (J to Bob, pretending it is from Alice.

- b
. Bob receives (7 and computes the shared secret Kpo =0" mod p,
. Bob sends his public key B to Alice.
. Oscar intercepts this message and sends his own public key @' to Alice, pretending it is from Bob.

. Alice receives (2" and computes the shared secret Ko = 0" mod p,

O LhWw N

Now, Oscar has established two separate shared secrets: one with Alice (KAO’) and one with Bob (KBO). Oscar
can decrypt any message sent by Alice, re-encrypt it with the shared secret he has with Bob, and then forward it
to Bob, and vice versa. Neither Alice nor Bob is aware that their communication is being intercepted and
altered.

To mitigate such attacks, certificates and Public Key Infrastructure (PKI) are employed. A certificate is a digital
document that binds a public key to an entity's identity, verified by a trusted certificate authority (CA). When
Alice and Bob exchange public keys, they also exchange certificates issued by a CA. Each party can then verify
the authenticity of the other's public key by checking the certificate against the CA's signature.

The process of verification involves:
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1. Alice receives Bob's public key and certificate.
2. Alice verifies the certificate's signature using the CA's public key.
3. If the verification is successful, Alice can trust that the public key indeed belongs to Bob.

This mechanism ensures that even if Oscar intercepts the communication, he cannot forge a valid certificate
without the CA's private key, thereby preventing the Man-in-the-Middle attack.

While the Diffie-Hellman key exchange is secure against passive attackers, it is vulnerable to active attackers.
The use of certificates and PKI provides a robust solution to authenticate public keys and prevent Man-in-the-
Middle attacks, thereby enhancing the security of cryptographic protocols.

In the context of cybersecurity, particularly in advanced classical cryptography, a man-in-the-middle (MITM)
attack is a critical concept to understand. This type of attack occurs when an adversary secretly intercepts and
possibly alters the communication between two parties who believe they are directly communicating with each
other.

Consider a scenario involving three parties: Alice, Bob, and Oscar (the attacker). In a typical Diffie-Hellman key
exchange, Alice and Bob would each generate a private key and a corresponding public key. They would then
exchange their public keys and compute a shared secret key using their private key and the other's public key.
This shared key could be used for secure communication. However, in a MITM attack, Oscar intercepts the
public keys being exchanged and substitutes them with his own public keys.

Here's a step-by-step breakdown of the attack:

1. ¥¥Initial Setup:**
- Alice and Bob intend to communicate securely.

- Alice generates a private key @ and a public key A=g" modp
- Bob generates a private key & and a public key B =g¢" mod B,

2. **|nterception by Oscar:**
- Oscar intercepts Alice's public key 4 and Bob's public key B.

1 _ ol
- Oscar generates two private keys, ol and 02, and corresponding public keys @1 = g% mod p anq
02 = g% mod p.

3. ®*Substitution:**
- Oscar sends (22 to Alice, pretending it is Bob's public key.
- Oscar sends 21 to Bob, pretending it is Alice's public key.

4, ¥**Key Computation:**

- Alice computes the shared key using O2 and her private key a: Kao = (02)" mod p = y°
IR PR RN _ ol

- Bob computes the shared key using Q1 and his private key b: B0 = (01)" mod p = g”"" mod p,

2n

mod p

5. **Oscar’s Computation:**
- 2 _ a0

_ Oscar computes the shared key with Alice: £40 = (9)? mod p =g mod p
- (abyol _ hol

- Oscar computes the shared key with Bob: Kpo =(4")" modp=g mod p,

At this point, Oscar has successfully established two separate shared keys, one with Alice and one with Bob.
Alice and Bob, however, mistakenly believe they have a secure shared key with each other.

The implications of this attack are severe. Oscar, having full control over the communication, can intercept,
decrypt, modify, and re-encrypt messages between Alice and Bob without them knowing. This effectively
compromises the confidentiality and integrity of their communication.

For example, if Alice sends an encrypted message to Bob, she encrypts it with K 10. Oscar intercepts this
message, decrypts it using K 40, reads or alters the content, re-encrypts it with Ko, and sends it to Bob. Bob,
believing the message came directly from Alice, decrypts it with Kgo.
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To mitigate such attacks, the use of certificates and Public Key Infrastructure (PKI) is essential. Certificates,
issued by trusted Certificate Authorities (CAs), bind public keys to the identities of individuals or entities. When
Alice receives Bob's public key, she can verify its authenticity through a certificate signed by a trusted CA. This
ensures that the public key truly belongs to Bob and not an attacker like Oscar.

The man-in-the-middle attack exploits the lack of authentication in the key exchange process. By using
certificates and PKI, parties can verify each other's identities and public keys, thereby preventing such attacks
and ensuring secure communication.

In the realm of advanced classical cryptography, the man-in-the-middle (MITM) attack presents a significant
threat to public key infrastructure (PKI). This attack can be particularly devastating due to its ability to
compromise the integrity and confidentiality of communications between parties who believe they are engaging
in a secure exchange.

Consider a scenario where Alice and Bob are attempting to communicate securely using a shared session key,
denoted as a5, An attacker, Oscar, intercepts the communication and inserts himself into the exchange. Alice
computes a key K 40 for communication with Oscar, under the mistaken belief that she is communicating
directly with Bob. Oscar then intercepts the message ¥ from Alice, which is encrypted with K0,

Oscar must be vigilant because if ¥ were to reach Bob directly, decryption would fail since Bob would attempt
to use B0, a different key. This failure would indicate a problem, alerting Bob to the presence of an attack. To

avoid detection, Oscar decrypts ¥ using K 46 to recover the plaintext message X. At this juncture, Oscar has
two options:

1. **Interruption**: Oscar can simply stop forwarding the message to Bob. In certain contexts, such as military
communications, the absence of a message can be as impactful as altering its content.

2. **Re-encryption**: Oscar can re-encrypt the plaintext message X with a new key Kopg, creating a new
ciphertext ¥”. This new ciphertext is then forwarded to Bob. Bob, believing he is still communicating with Alice,
decrypts Y’ using B0 to retrieve X.

A more advanced variant of this attack involves altering the content of the message itself. For instance, in an
online banking scenario, Alice might instruct her bank (Bob) to transfer €10 to Oscar’s account. Oscar can
intercept this instruction, modify the amount to €10,000, and then re-encrypt the altered message before
forwarding it to the bank. This manipulation results in a significant financial loss for Alice, demonstrating the
real-world implications of such an attack.

The MITM attack exploits the assumption that the communicating parties are who they claim to be. This
assumption is particularly vulnerable in scenarios involving Diffie-Hellman key exchange, but it extends to all
public key schemes. The universal applicability of the MITM attack underscores the importance of robust
verification mechanisms in cryptographic protocols.

To mitigate the risk of MITM attacks, the use of digital certificates and a trusted PKI is essential. Certificates,
issued by trusted certificate authorities (CAs), bind public keys to identities, providing a means of verifying that
a public key truly belongs to the claimed entity. This verification process helps to ensure that entities are
communicating with the intended parties, thereby reducing the likelihood of successful MITM attacks.

The MITM attack is a powerful and universal threat to public key cryptography. Its ability to intercept, alter, and
re-encrypt messages without detection highlights the need for strong authentication mechanisms and the use of
trusted PKI to secure communications.

In the realm of cybersecurity, particularly in advanced classical cryptography, understanding the intricacies of
man-in-the-middle (MITM) attacks is crucial. One fundamental aspect of these attacks is the lack of
authentication of public keys. This absence allows an attacker to intercept and manipulate communications
between two parties without detection.

To grasp the essence of this vulnerability, consider the scenario where two parties, Alice and Bob, wish to
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exchange public keys to communicate securely. In an ideal situation, Alice sends her public key to Bob, and Bob
sends his public key to Alice. However, without proper authentication, an attacker, Oscar, can intercept these
keys. Instead of forwarding Alice's key to Bob, Oscar sends his own public key to Bob, claiming it to be Alice's.
Similarly, he sends his public key to Alice, claiming it to be Bob's. Consequently, both Alice and Bob end up
encrypting their messages with Oscar's public key, allowing Oscar to decrypt and re-encrypt the messages,
acting as an intermediary without either party realizing.

This attack exploits the fact that the public keys are not authenticated. Authentication, in this context, means
verifying that the public key indeed belongs to the purported sender. Without this verification, the integrity of
the communication is compromised.

The concept of digital signatures offers a solution to this problem. A digital signature is a cryptographic
technique that allows one to verify the authenticity and integrity of a message, software, or digital document. It
uses a pair of keys: a private key for signing and a public key for verification. When Alice sends her public key to
Bob, she can sign it with her private key. Bob, upon receiving the key, can use Alice's public key to verify the
signature. If the signature is valid, Bob can be confident that the public key indeed belongs to Alice.

Despite the robustness of digital signatures, Oscar can still mount a MITM attack by replacing the public key and
the associated verification key. This is because the verification process itself relies on the public key, which
Oscar can substitute with his own. Thus, the attack remains effective across various asymmetric protocols,
whether it be RSA, EIGamal, or elliptic curve cryptography.

To counteract this pervasive vulnerability, Public Key Infrastructure (PKIl) is employed. PKI involves the use of
digital certificates issued by trusted Certificate Authorities (CAs). A digital certificate binds a public key with an
individual's identity. When Alice sends her public key to Bob, she also sends a digital certificate issued by a CA.
Bob can verify the certificate using the CA's public key, ensuring that the public key indeed belongs to Alice.
This process mitigates the risk of MITM attacks by ensuring the authenticity of the public keys.

The effectiveness of PKI hinges on the trustworthiness of the CA. If the CA is compromised, the entire
infrastructure can be undermined. Therefore, maintaining robust security practices and protocols for CAs is
paramount in safeguarding against MITM attacks.

The fundamental issue in many MITM attacks is the unauthenticated nature of public keys. Digital signatures
and PKI provide mechanisms to authenticate these keys, thereby protecting the integrity of communications.
Understanding and implementing these cryptographic techniques are essential in fortifying security against
such attacks.

In the realm of cybersecurity, particularly in advanced classical cryptography, the concept of a man-in-the-
middle (MITM) attack is crucial. This attack involves an adversary intercepting and possibly altering the
communication between two parties without their knowledge. To mitigate such threats, authentication
mechanisms are employed to ensure the integrity and authenticity of the messages being exchanged.

One fundamental cryptographic tool that provides authentication is the digital signature. Digital signatures are a
means to verify the origin and integrity of a message, ensuring that it has not been tampered with during
transmission. Another cryptographic function that can provide authentication is the Message Authentication
Code (MAC). However, MACs are based on symmetric cryptography, which introduces challenges related to key
exchange and management. These challenges are the very issues that public key cryptography aims to resolve.
Thus, while MACs are effective, they are not ideal in scenarios where public key infrastructure (PKI) is used.

Digital signatures, which are based on public key cryptography, are proposed as a solution to prevent MITM
attacks. However, this might seem contradictory since MITM attacks can compromise any public key scheme.
The resolution lies in the use of a trusted third party, known as a Certifying Authority (CA), to validate the
authenticity of public keys.

A Certifying Authority (CA) plays a pivotal role in the PKI ecosystem by issuing digital certificates. A digital
certificate binds a public key to the identity of the certificate holder, ensuring that the public key truly belongs
to the claimed entity. For instance, instead of using a bare public key, a user like Alice would use a certificate
that includes her public key along with her identity information. This certificate is digitally signed by the CA,
which has a widely trusted public key.
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The process involves the following steps:

1. Alice generates a public-private key pair.

2. Alice submits her public key and identity information to the CA.

3. The CA verifies Alice's identity and digitally signs the combination of Alice's public key and identity
information using the CA's private key.

4. The resulting digital certificate is issued to Alice, who can now use it to authenticate her public key to others.

When another user, say Bob, receives a message from Alice along with her digital certificate, Bob can verify the
certificate's authenticity by checking the CA's digital signature using the CA's public key. If the verification is
successful, Bob can be confident that the public key in the certificate belongs to Alice and that the message has
not been altered.

This mechanism ensures a chain of trust, where the trustworthiness of the CA guarantees the authenticity of the
public keys it certifies. The CA's role is crucial because it mitigates the risk of MITM attacks by providing a
reliable way to verify public keys, thus ensuring secure communication channels.

Digital signatures and Certifying Authorities are essential components in preventing man-in-the-middle attacks
within public key infrastructures. By leveraging the trust in CAs and the robustness of digital signatures, secure
and authenticated communication can be established, significantly reducing the risk of interception and
tampering by malicious entities.

In the field of cybersecurity, understanding the mechanisms of classical cryptography and the potential
vulnerabilities is crucial. One such vulnerability is the Man-in-the-Middle (MITM) attack, which can be mitigated
through the use of certificates and Public Key Infrastructure (PKI).

When an individual, such as Alice, wishes to secure her communication, she needs a certificate to protect her
public key. She approaches a Certificate Authority (CA), which can be a commercial entity or a governmental
organization responsible for issuing certificates. Alice sends a request to the CA containing her public key and
her identification details. The CA's first task, which is outside the realm of cryptography, is to verify Alice's
identity. This verification process can be complex, akin to the identity verification procedures used by internet
banking services when opening new accounts.

Once the CA has verified Alice's identity, it generates a digital signature for the certificate. This process involves
creating a signature over Alice's public key and her identification information, denoted as 54. The certificate
then comprises Alice's public key, her ID, and the digital signature Sa.

In practical scenarios, consider the Diffie-Hellman key exchange protocol enhanced with certificates. Alice and
Bob, who wish to communicate securely, each possess a private key (denoted as lI“im”il'ﬂh‘-) and a public key

(denoted as K}mbfﬂf). Alice sends Bob her certificate, which includes her public key, her ID, and the signature
54. Bob does the same, sending his certificate to Alice.

Upon receiving Alice's certificate, Bob must first verify the digital signature. Verification involves checking the
signature using the public key of the CA. If the verification is successful, Bob can be confident that the public
key indeed belongs to Alice. This step is crucial as it ensures that the communication is not being intercepted by
an attacker like Oscar.

The verification process can be summarized as follows:

1. Bob receives Alice's certificate.

2. Bob verifies the certificate using the CA's public key.

3. If the verification is successful, Bob can trust that the public key belongs to Alice.

4. Bob can then proceed with the Diffie-Hellman key exchange, computing the shared secret K 4p.

The shared secret 45 is computed using the formula:

Kap = (¢")" = (g")"
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where ¥ is the base, a is Alice's private key, and b is Bob's private key.

Alice performs a similar verification process for Bob's certificate. If both verifications are successful, Alice and
Bob can securely compute the shared secret Kag.

The role of the CA is pivotal in this process. The CA signs the certificates using its private key, and the
verification is performed using the CA’s public key. This establishes a chain of trust, ensuring that the public
keys used in the communication genuinely belong to the respective parties.

The use of certificates and PKI in cryptographic protocols like Diffie-Hellman significantly enhances the security
by mitigating the risk of MITM attacks. The verification of certificates ensures that the public keys are authentic,
thereby establishing a secure communication channel.

In the context of cybersecurity, particularly in advanced classical cryptography, one of the significant threats is
the man-in-the-middle (MITM) attack. This attack involves an adversary, often referred to as Oscar, who
intercepts and potentially alters the communication between two parties without their knowledge.

Oscar's primary objective in a MITM attack is to deceive the communicating parties by forwarding a faked public
key. When Oscar has control over the communication channel, he can substitute the legitimate public key with
his own. The critical challenge for Oscar is that the verification of the signature, which is associated with the
legitimate public key, will fail. The signature is a cryptographic assurance that the key belongs to the intended
party, and without the correct private key, Oscar cannot create a valid signature.

To overcome this, Oscar needs to issue a fake certificate. A certificate in this context is a digital document that
binds a public key to an identity, verified by a trusted Certificate Authority (CA). The CA signs the certificate
with its private key, ensuring its authenticity. For Oscar to successfully issue a fake certificate, he would need
the private key of the CA, which is highly protected. The CA's private key, often referred to as the root key, is
crucial for the integrity of the entire public key infrastructure (PKI). If an attacker gains access to this key, they
can issue fraudulent certificates, leading to widespread security breaches.

The protection of the CA's private key is of utmost importance. Measures to secure this key include storing it in
highly secure environments, such as bunkers or other physically fortified locations. These measures are
essential because compromising the CA's private key would allow an attacker to undermine the trust in the
entire PKI system.

In a theoretical scenario, if Oscar cannot obtain the CA's private key, he might attempt to create his own CA
key. However, this approach would fail because the newly created CA key would not match the established trust
chain, and the verification process would detect the discrepancy.

The concept of a MITM attack extends further when considering the use of public key algorithms in the
communication process. If Oscar intercepts the communication at the point where the public keys are
exchanged, he could potentially substitute his own key, leading to a successful MITM attack. This vulnerability
highlights the importance of secure key exchange mechanisms and the role of certificates in ensuring the
authenticity of public keys.

In real-world applications, several mechanisms are employed to mitigate the risk of MITM attacks. One approach
is to ensure that all communications are synchronized and verified through trusted channels. Additionally, the
use of advanced cryptographic protocols and regular audits of the PKI infrastructure help in maintaining its
integrity.

The effectiveness of a MITM attack heavily relies on the attacker’s ability to forge certificates and manipulate
the key exchange process. The robustness of the PKI and the security measures in place to protect CA keys are
critical in preventing such attacks. Understanding these concepts is essential for developing secure
communication systems and safeguarding against potential threats.

In the context of cybersecurity, particularly in the domain of advanced classical cryptography, the concept of a
man-in-the-middle (MitM) attack is a critical threat vector that must be understood and mitigated. A MitM attack
occurs when an adversary intercepts and possibly alters the communication between two parties without their
knowledge. This type of attack can compromise the integrity and confidentiality of the exchanged information.
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One historical method to ensure the authenticity of public keys was employed by the New York Times in the
1990s. They printed a large public key in their Sunday editions. This allowed individuals to manually verify the
authenticity of the key by comparing the hexadecimal symbols to ensure they had the original, unaltered key.
Although laborious, this method provided a way to distribute public keys securely.

In an ideal scenario, the exchange of a public key should only happen once. For example, when using Microsoft
Windows or certain web browsers like Thunderbird, these products come with pre-installed public keys. This pre-
installation ensures that, assuming the product has not been tampered with, the user has a genuine public key
from the outset. This initial setup is crucial because if the public key is correctly authenticated at this stage,
subsequent communications can be deemed secure.

Despite these precautions, certificates and Certificate Authorities (CAs) are not entirely immune to MitM attacks.
The security of these certificates hinges on the initial exchange and the integrity of the CA public keys.
Therefore, careful verification at the setup time is paramount. Once the authentic public key is installed and
verified, the risk of a MitM attack is significantly reduced.

The initial transmission and verification of public keys are critical in preventing MitM attacks. Ensuring that the
public key is authentic at the setup time can provide a robust defense against such attacks. While the
discussion on the real-world implications of these principles could extend over an entire semester, the
fundamental takeaway is the importance of securing the initial exchange of public keys.
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